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Getting Started 1

This chapter contains the following sections:

Scope of the document

Intended audience

What's new in MiCollab Release
About MiCollab Client

Supported headsets and audio devices
Requirements

Download MiCollab Client
Self-Deployment

MiCollab Client Upgrade

The MiCollab Client application provides a suite of advanced communication features and integrates with your
enterprise's call manager to provide you full control of your communication experience. Whether you are in the
office or away, MiCollab Client allows you consistent full-feature access to the MiCollab unified communications
and collaboration environment on a variety of devices.

The MiCollab Client is available on the following devices:

MiCollab for PC Client

MiCollab Mac Desktop Client

MiCollab Web Client

MiCollab for Mobile Client (Android and iOS)

1.1 Scope of the document

This document will help you install, register, log in/log out, utilize call/chat/voicemail functionality, and utilize
the meeting capabilities of the MiCollab Client application.

1.2 Intended audience

This document is intended for end-users to set up the MiCollab Client application and use its features and
capabilities.

1.3 What's new in MiCollab Release

Release 10.0

Group Call Pickup

MiCollab for Mobile Client
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The new Group Call Pickup feature allows users to answer calls directed to any group member. When a
call is made to a group member, all other members receive a natification in their MiCollab Client, based
on their configured Notification Delay Time. Users can enable or disable this feature through the Call
Pickup setting in their MiCollab Client, ensuring seamless call handling within teams. This feature is now
applicable to Softphones.

The Group Call Pickup feature is applicable to only PC, Web, and Mac Clients.

For more information, see the MiCollab Client End-User Online Help for PC, Mac, and Web > Settings
>Group Call Pickup section.

Declining Ring Group Calls

Users can no longer decline Ring Group calls in MiCollab Mobile Client. Instead, they will see only Mute
and Answer options when receiving such calls.

Auto-answer

The Auto-answer feature is now available in the MiCollab PC and Web client (Chrome only). Located under
the Call Settings menu, this feature can be enabled or disabled as needed. By default, Auto-Answer is
turned off. When enabled, incoming calls are automatically answered after a brief tone, provided there are
no active calls. The call connects one second after the tone, ensuring a seamless hands-free experience.

For more information, see the MiCollab Client End-User Online Help for PC and Web > Settings > Call
Settings> Device selection for answering incoming calls > Auto-answer section.

Flexible CLI

Administrators can now restrict caller line identification (CLI) numbers for specific user groups based on
geographic location or site in MiVoice Business. This feature allows CLI numbers for external calls to be
assigned through the User Profile tab, offering enhanced control over user options. By default, System
CLI Numbers sends all CLI numbers configured under PBX Nodes to users. With Custom CLI Numbers,
administrators can manually assign specific CLI numbers to users from the system's available options,
enabling enhanced control.

This feature is applicable to only PC, Web, and Mac Clients.
For more information, see the:
*  MiCollab Client Administrator Console > Administrator Interface >User Profile Tab > Flexible CLI

Number section.

» MiCollab Client End-User Online Help > Call Settings > Displaying calling number for outgoing
calls(external calls only) section.

1.4 About MiCollab Client

The About section provides the below details:

*  What's New: Opens the What's new in the Client information.
* Documentation: Displays the MiCollab Client Online Help file.

MiCollab for Mobile Client
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* View EULA certificate: Displays the End-User License Agreement (EULA) certificate,and copyright
information.

» Privacy Policy: Displays the MiCollab Client application privacy policy details.
* Release Notes: Directs the user to the MiCollab Client Release Notes in the Document Center.

1.5 Supported headsets and audio devices

MiCollab for Mobile Client supports call accept, end, mute, and volume control with Bluetooth speaker
phone and audio devices. The headsets are supported by the Client to the extent the Operating System
supports the headsets.

e Note:

The mute/unmute controls on the headset will not affect the mute/unmute button on the Mobile Client
in-call features screen or vice versa. For example, if a user mutes the MiCollab audio call using their
headset controls, the user must use their headset control only to unmute the call.

0 Note:

Mitel S720 Bluetooth Speakerphone does not support the hold and retrieve call feature.

e Note:

On MiCollab for Mobile Client for iOS, the audio will always be routed to a path which is active when
initiating or accepting the call. For example, when a call is handed-off from a deskphone to the iOS
device, the audio will not be routed to the Mitel S720 Bluetooth Speakerphone or any other headset.
During a call, this setting can be changed by the user in the iOS device settings.

See Mitel S720 Bluetooth Speakerphone Quick Start Guide for more information on setting up the Mitel
S720 Bluetooth Speakerphone.

1.6 Requirements

MiCollab Client Requirements

MiCollab for Mobile Client (Android and | = Android OS 15 (backward compatible till 11)
i0S) * iPhone OS version 18.1 (backward compatible till 15.7)

MiCollab for Mobile Client
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e Note:

Mitel recommends upgrading to the most recent OS version to access the latest enhancements and
security updates.

6 Note:

MiCollab mobile clients for iOS (iPhone devices) can be cross-launched from the Safari Browser
starting from iOS 16.2 version.

1.7 Download MiCollab Client

Download the MiCollab Client install software as instructed in the deployment e-mail message.

1.7.1 Deployment e-mail

You will receive a deployment e-mail that contains instructions on authenticating your Client with the
system. The deployment e-mail contains a link to start the deployment process, an authentication code,
and an option to scan a QR code to deploy MiCollab Client. Once authenticated, MiCollab Client allows
you to log on to the system without entering your credentials.

To deploy MiCollab for Mobile Client, scan the QR code using your mobile device.

e Note:

The QR code (from the deployment e-mail) is valid only for three attempts.

1.8 Self-Deployment

You can self-deploy and configure the MiCollab for PC, Mac, and Mobile Client. You can deploy the
account on another mobile device or desktop device without administrator assistance. The Mobile Client
can be deployed from a MiCollab for PC Client, Web Client, Mac Client, or Mobile Client.

Configure using the QR code:

To self-deploy a MiCollab for Mobile Client from MiCollab for PC Client, Mac Client, or Web Client:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.

MiCollab for Mobile Client




2. Click on General > Self Deployment on MiCollab Client.
3. A temporary QR code is generated on the Client and displayed on screen.

o Note:

The code expires after 10 minutes. Click Refresh to regenerate the code.

4. If you have multiple extensions configured, the list of softphone extensions is available from the drop-
down list on the Self Deployment screen. Select the appropriate extension to be deployed.

5. Open the MiCollab for Mobile Client to self-deploy the Client.
6. In the License Agreement screen, tap Accept.

7. Tap Scan QR code and scan the QR code generated in step 2. The Client is automatically deployed
and configured on the device.

With Release 9.5, a new option called Configure this client is available under the QR code, under User
Profile > Settings > General > Deployment. This option gets enabled when you select a configuration
(softphone extension) in the drop-down, which otherwise remains inactive in the local client. Once a
Softphone is selected, it will activate this configuration on the local client. The Configure this client option
cannot be used for configuring other clients. The button is visible in all client types (i.e. on Android, iOS,
Mac, PC, Web) but can be only used when there is more than one softphone configuration for a particular
account.

When you click on Configure this client option, a confirmation pop-up message appears. Click on OK,
and the selected DN is deployed on the desired client.

1.9 MiCollab Client Upgrade

Whenever the MiCollab client is updated to a new version, the user gets notified by a prompt when he logs
in to the client. Once the client is updated, another prompt is displayed, stating that the Client has been
updated along with the version details.

The user can also view the MiCollab Client Release Notes, which are available for the end-users. Click on
the option Click for more details in the Client upgrade prompt to open the Release Notes

Client Update

Updated to version :
Click for more details
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This chapter contains the following sections:

*«  MiCollab for Mobile Client overview

MiCollab Client enables you to:

» Control your phone from your desktop—make calls, answer calls, and invoke mid-call features.
« Control your Dynamic Status to direct calls to wherever you are, at any time of the day.

* Chat with individuals and groups of contacts.

* Review your voicemails.

2.1  MiCollab for Mobile Client overview

There are two main sections in MiCollab for Mobile Client main window.

1015666660

Top Header
Menu

Bottom Navigator
Menu

oy % E)s 88

Home Phone Messages Contacts Apps

Top header menu—Displays your avatar, personal information,
presence status, availability on the top left, the search icon and the

MiCollab for Mobile Client
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more icon on the top right. The avatar also has the presence indicator to
identify the status of the user.

Bottom navigator menu—Displays the following prioritized menu
options:

» Home - Comprises of Shortcuts, Settings (displays after a single tap
on the Avatar), and Availability (displays after a long press on the
Avatar).

* Phone- The phone screen comprises of All, Missed, and Voicemail
call list of the users. The screen also has a search icon on the top
right corner, a floating dial pad button at the bottom right corner.

+ Messages- The message screen comprises of Chat, Streams, and
Classic Streams.

» Contacts- The Contacts page lists the Groups, Personal, Corporate
and External contact lists.

» Apps- This menu opens two options:

1. Meetings - Opens the MiTeam Meeting Application

2. External Apps - The External App menu will cross-launch a
third-party application if the required configuration is done by the
administrator in the server.

2.1.1 Top Header menu

The Top Header Menu displays your avatar, personal information, presence status, availability on the
top left, the search icon and the more icon on the top right. The avatar also has the presence indicator to
identify the status of the user.

’ Connected from home
Mo appointments today

£ AddURL

! Add Speed Dial
L, Add contact
,Qj- New Group

,Q& Add group

23 Add stream

£ Edit

Settings:
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Settings Q
b ] Edit

Availability: Connected from home

Personal Message: Your personal message...

Softphone

Ring Groups >
Account, Log out
General >
Phone Settings >
Presence Privacy >
Manage Status >
Locations >
Calendar Integration >
Schedules >
About >
N % @ : 00
L ! 00
Home Phone Messages Contacts Apps

To open the Settings page, single tap on the avatar on the top left corner of the Header menu. You can
manage the following settings from the Settings page:

Edit
Allows you to change your display photo.

Availabilit
y Allows you to manage your availability status.

Personal Message
You can add or change your personal message

from this field.

Softphone
P To stop receiving calls on your softphone, you
can change the dynamic status or disable the
softphone on the Mobile Client.
Ring Group

Allows you to enable or disable the Ring Group
and Hunt Group (if configured for the user).

MiCollab for Mobile Client
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Account . L . . .
This option is only available for Android clients,

where the user can Log out of the Mobile Client.

General . .
Under General you can view/perform the following

functions:

* enable the dialpad at startup

» add/delete your numbers (softphone,
deskphone, personal number, etc)

» self deployment of clients using QR code
» change password

« sort the order of the names of MiCollab
contacts

* enable/disable the notifications
» send or delete diagnostic logs
» factory reset

Phone Settings . .
Allows you to set the call using option, control

other phones, calling mode, and change the
voicemail PIN.

Presence Privacy . .
Allows you to control your presence information to

be displayed to other users or not.

Manage Status .
Allows you to change, add, edit, and delete

Dynamic Status.

Locations .
You can also set your dynamic status based on

your location.

Calendar Integration . ) .
Provides automatic updates to your Dynamic

Status based on your Google Calendar, Microsoft
Exchange, Outlook calendar entries.

Schedules .
Allows you to set your schedule and your Dynamic
Status can be changed accordingly based on your
set schedule.

About

Provides information about What's New in the
Client, documentation link of the help file, End
User License Agreement, Privacy Policy, Release
note and the MiCollab Client-MiCollab Server and
Client versions.

MiCollab for Mobile Client
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2.1.2 Bottom navigator

L 3
-
i S [xy =) 88
Home Phone Messages Contacts Apps
Home
L
Home

The home page is a convenient location which comprises of Shortcuts, Settings (which displays after a
single tap on the Avatar), and Availability (displays after a long press on the Avatar). Tapping on the More

o
o

O menu icon allows the users to edit the Home Screen icons. The following options are displayed when
you tap on the More menu icon.

Add URL _+_ : This option allows you to add a URL shortcut in the Home page for quick launching a

website.

MiCollab for Mobile Client
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+
Add Speed Dial%> : This option allows you to add a number for speed dial in the Home page.

Add Contactp'i' : This option allows you to add a corporate contact in the Home page.

0 Note:

You cannot add personal contacts to the home page.

: Q
New Group y : This option allows you to create a new group which is then added to the home
screen for easy access.

o}
Add Groupp'i' : This option allows you to add an existing group to the home screen for easy access.

020
Add Streamo'l' : This option allows you to add an existing MiTeam Stream to the home screen for
easy access.

Edity : You can use this option to reorder or delete items from the home page. A user can also
enter the edit mode by dragging an item on the home page.

Phone

Phone

The Phone page provides a listing of all your dialed, received, and missed call logs under the All and
Missed tabs along with Voicemail. To make a call from the Phone menu, you can either single tap on the
entry from the call history view to open details page of the contact and then make a call or you can also
make a call via the quick menu option after a long tap on the user avatar in call history. The Phone menu
also shows the call history of the dialed numbers outside the organization.

The Voicemail tab allows you to play and to delete voicemail messages. You can also forward the
voicemails in an email. While playing the message, you can advance or rewind the message by dragging
the tracker accordingly.

In the Phone page there is a dialpad icon which can be used like a typical phone to make a call to a phone
number even outside your organization.

MiCollab for Mobile Client
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Phone Q

Al Missed Voicemail

O
o
x & ® B 8

Home Phone Messages Contacts Apps

The Phone page also displays the More icon, Filter icon, and the Search icon under the All, Missed and
Voicemail tabs. The More icon displays options to Delete individual or Delete All the entries.

Messages

Messages

The Messages page allows you to connect in real time to any other MiCollab contact or group of contacts.
The chat view displays all existing chats and these chats remain displayed here until they are deleted. The
Stream view displays the list of chat streams.

The Messages page also displays the More icon and the Search icon. The More icon under the Chat tab
allows you to hide individual chats, in the Streams tab allows you to leave the steam chat, and under the
Classic Streams allows you to delete each chat stream.

MiCollab for Mobile Client
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e Note:

CloudLink chats cannot be deleted, they can only be hidden.

Contact

Contacts

The Contacts page displays all your Corporate, Personal, and External contacts along with your Group
contacts and enables you to search the contact list to quickly find who you want to communicate with. Long
press on the contact’s avatar to view the communication options.

The More icon is available under the Contacts page, but only under the Groups tab which allows you
to create a New group or Delete Groups. The Search icon is present in all the four tabs, that is under
Groups, Personal, Corporate, and External tabs.

e Note:

If the corporate or external contacts are stored under personal contacts, then even after a factory reset
of the MiCollab client, the contacts would appear under the personal contact list because it is now a
part of the native contacts of the device. To delete those contacts, the user must delete those entries
from his native contact list so that those contacts do not display when another user redeploys the
client with a different account to the previous device.

MiCollab for Mobile Client
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Groups Personal Corporate External

PE

PS

n & &

Home Phone Messages Contacts

Apps

00
00

Apps

o Note:

Apps

The Apps menu will be displayed in the Bottom Navigation menu of the Mobile Client only if both the
External Apps (third-party application) and the Meetings (MiTeam) is enabled or any one of these
option is enabled by the administrator for the user.

The Apps or the Application menu when clicked, displays two options:

E\.:]

. Meeti
Meetings

: The Meetings page directly opens the MiTeam Meetings application. MiTeam

provides a persistent workspace for team-based conversations, content collaboration, project
management, and meetings. Using the MiTeamcapability in your MiCollab Client (PC, Mac, Mobile, and
Web Client), you can collaborate with other MiCollab or guest users in the meeting. MiTeam Meetings

MiCollab for Mobile Client




is a Cloud-based collaboration tool (based on CloudLink infrastructure) that enables MiCollab users to
access features, such as:

» Collaborate: Perform audio, video, and web sharing
» Chat: Hold chat sessions and receive chat notifications within the meeting
* File Sharing:

(2] External App

External App : The External App menu will be displayed on the bottom
navigation pane of a Mobile Client if the required configuration is done by the administrator on the
server. This menu will cross-launch a third-party application to the native application if the custom URI is
configured in the server and the native app is installed on the system, otherwise the web application is
launched by the client. The default name of this menu is External App, and this can be edited/changed
by the admin in the server.

o Note:

The Apps menu displaying both the Meetings and the External App option is based on the services
provided to the end-user. If a third-party application is provided to the end-user and the same has
been enabled by the administrator, then it will only display the External Apps option under the Apps
menu. If the MiTeam application is also provided to the user, in that case, even the Meetings menu is
displayed under Apps menu. If External App and Meetings option are both disabled for the end-user,
then the Apps menu itself will not be displayed in the bottom navigation pane.

e Note:

The clients will not be updated dynamically with the new information updated on the server nor be
notified when the settings are changed in this field. The clients should be restarted for the changes to
show up or take effect.
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This chapter contains the following sections:

* Install MiCollab for Mobile Client

* Uninstall MiCollab for Mobile Client
* Log in to MiCollab for Mobile Client
* Log out from MiCollab for Mobile Client (only in Android clients)
*  MiCollab Client Password settings
* Managing contacts

*  Push Notifications

e Chat features

* Call features

*  Voicemail features

*  Meeting features

* Ring Group and Hunt Group

»  Settings

3.1 Install MiCollab for Mobile Client

1. Open the download link in the deployment e-mail message.

You will be directed to App Store or Google Play Store depending on the type of Client.
2. Tap download and install the Client from the application store.

o Note:

If your system administrator has configured a PIN-based authentication, enter the PIN that you
received as part of the deployment e-mail message to download the Mobile Client installer.

3.2 Uninstall MiCollab for Mobile Client

To remove MiCollab for Mobile Client from an iOS device

1. Tap and hold the MiCollab for Mobile Client icon until you get thex icon.
2. Tap the x icon and thenDelete.

To remove MiCollab for Mobile Client from an Android device

MiCollab for Mobile Client
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1. TapSettings and select Apps.
2. Find the MiCollab for Mobile Client application and then tap UNINSTALL.
3. Tap OK.

3.3 Log in to MiCollab for Mobile Client

1. Open the MiCollab Client application on your mobile.
2. Tap Accept on the license agreement screen.
3. Enter the authentication code provided in the deployment e-mail and then tap Apply.

Or Tap Scan QR code and point the camera to the QR code (from the MiCollab for PC, Web, or MAC
Client, click Settings > General > Self Deployment).

4. Enter the password and tap Apply.

e Note:

You can also log in to the MiCollab Mobile Client using the UPN (User Principal Name) field from
Azure AD.

6 Note:

If the UPN field is updated on Azure Active Directory, then the client would restart without asking for
the credentials, similar to the Login ID field update.

6 Note:

If the softphone is configured, but the user is assigned to a profile in which the Softphone is disabled, it
will still be visible to the user in the Client Deployment interface.
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Import User Account

Mobile ()

SoftPhone (990005)

3.4 Log out from MiCollab for Mobile Client (only in Android
clients)

o Note:

The log out button or the option to log out of the MiCollab mobile client will only remain enabled for
users who are on the AD for on-prem authentications.For users who are on MiCollab authentication,
the log out option would not be visible. MiCollab does not support Customers who want to use the log
out button and have users with a mixed environment, for e.g. CloudLink/AD on-prem authentication
and Micollab authentication users.
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e Note:

The logout button would not be visible for the MiCollab Authentication and non-CloudLink
Authentication users.

e Note:

When the Allow users to logout on Android Clients setting is enabled by the administrator from
MiCollab server, the end-users should restart their Android Clients to view the Log out option in the
Client settings.

To log out from MiCollab for Mobile Client, perform the following:

1. Single tap on the user’s avatar on the top display navigator of the Home screen to open the Settings
page.
2. Under Settings > Account, tap on theLog out button.

:

. Edit
Availability Connected from home
Personal Message: Your personal message.
Softphone

Ring Groups >
Account: Log out
General >
Phone Settings >
Presence Privacy >
Manage Status >
Locations >
Calendar Integration >

A logout confirmation window opens for you to confirm whether you want to log out from the client.
Logging out will drop all the active calls and terminate the current session.

MiCollab for Mobile Client




MiCollab for Mobile Client

3. Tap on Yes to logout of the client.

Logout Edit

Are you sure you wan! 12 Any active calls will be
dropped and the curr a

=K -

4. After you log out of the client, the manual login page opens.

The Remember me checkbox ensures that the username is pre-filled with the previous field values
after the user logs out.

The user has to check the Remember me checkbox each time they log out of the client, if they want the
username details to be saved for the next login.

4535 O O = - V.4 123%

09 Mitel

MiCollab

micollab58-ve-in.lab.mitel.com
Enter Email or Login ID

Remember me

*To make an Emergency call, please use the native
dialer on your phone
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0 Note:

The alternative method to log in to a client using the QR code can be done when the client is
uninstalled or when a factory reset is performed. In case the client application is uninstalled, it has
to be re-installed back for the user to log in back to the client.

e Note:

If a user who is on a call tries to log out of the client, the client will display a warning message for
confirmation. If the user confirms to logout, the client automatically disconnects the call, and the
user is logged out.

0 Note:

In case, there is no network coverage on the mobile phone, the user cannot log out of the client. If
the user clicks the logout button, the error message Could not logout as network is unavailable
or a network error occurred. Please try again is displayed.

e Note:

If the Mobile Client application is force closed, you will still receive MiCollab calls on your softphone.
To stop receiving calls on your softphone, change the dynamic status or disable the softphone on the
Mobile Client.

3.5 MiCollab Client Password settings

3.5.1 Changing MiCollab for Mobile Client password

Non-SSO users can change their MiCollab Client password as per the following instructions:

1. From the navigation menu, tap Settings > General.
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2 = < General

Show Dialpad at Startup
My Numbers >

Self Deployment >

Change Password >

Name Sorting >
Notifications >

Time Format

24h v
Send Diagnostics >

Delete Diagnostic Logs

Tap Change Password.

3. Enter the current password and the new password in the Change Password prompt. Ensure that the
new password is compatible with the Password Requirements mentioned in the same prompt.

4. Tap Save.

< Change Passwor d

3.5.2 Resetting MiCollab for Mobile Client password

Non-SSO users, if they forget their MiCollab Client password, can:

log out of MiCollab Mobile Client and reset the password in the Login page using Forgot Password?
option.

» reset the password on the Change Password prompt using Forgot Current Password option.

To reset the password on the Login page, proceed as follows:
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1. Tap the Forgot Password? option in the Login page.

A pop-up screen notification appears for you to confirm resetting your password.

09 Mitel

MiCollab

Pass word

Forgot Password?

Cancel

MiCollab

Are you sure you want to reset your
password?

ECE T

o Note:

If the Reset Password on Login option is disabled from the MiCollab server while the user taps
Forgot Password? option, then the user will receive a temporary password over e-mail, but upon
client login, the change password prompt will not be displayed.
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2. Tap OK to proceed. A temporary password will be sent to your e-mail address and MiCollab Client will
be logged off.

MiCollab

Password reset successful. A temporary
password has been sent to your e-mail
address. After you log in, you must
change your password.

Welcome to your new MiCollab settings

‘ R —— [o]e]-]

Dear —

This welcome email provides you details and credentials required for your MiCollab services as w:
phone, Voicemail, and other services.

Depending on the Mitel services to which you are subscribed, you may also receive additional em
providing detailed instructions for setting up those services.

-- User --
Login ID: i,

Password: i

-~ Phones --
You have these phones available:

Number: -

Description:

Device Type: UC Endpoint

MBG Login ID: i 7 o e
MBG Password:

3. Use the temporary password to log in to MiCollab Mobile Client. After you log in, you must change your
password.

Refer to the Changing MiCollab for Mobile Client password .

0 Note:

When you tap Forgot Password? option for the first time, a pop-up notification displays prompting
you to change your password. Subsequent forgot password requests will not force you to change
your password after you have logged into the Client.

4. Enter the temporary password and the new password in the Change Password screen. Ensure that the
new password is compatible with the Password Requirements mentioned on the same screen.
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5. Click Save.

0 Note:

If you attempt to click the Forgot Password? option more than three times within an hour, the option
to reset your password will be locked for a duration of one hour. After three attempts, clicking the
Forgot Password? option will display the following message: Password reset function used 3 times
within the past hour. Please wait for more than 1 hour before re-attempting. If this was not initiated
by you, please escalate to your MiCollab Server administrator.

To reset the password on the Change Password prompt, proceed as follows:
1. When the user logs in to MiCollab Mobile Client, the Change Password prompt appears.

Change Password

Please set a new password before you
proceed.

Current Password [Forgot Current Password]

New Password

Confirm New Password

Password Requirements :
- Must be 8 - 20 characters in length

- Must contain at least one each of uppercase,
lowercase, digit and symbol

- Must not be simple or contain dictionary
words

- Must not contain old password or login ID

- Must not be the same as recently used 5
passwords

2. From the Change Password prompt, click on Forgot Current Password.

A pop-up screen notification appears for you to confirm resetting your password.
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3. Click OK to proceed.

A temporary password will be sent to your e-mail address and MiCollab Mobile Client will be logged off.

6 Note:

If the Reset Password on Login option is enabled from MiCollab server, then upon the Client
restart, the MiCollab Mobile Client users will see the Change Password prompt when they start
MiCollab Mobile Client again.

4. Use the temporary password to log in to MiCollab Mobile Client. After you log in, the Change
Password prompt will be displayed.

5. Enter the temporary password and the new password in the Change Password prompt. Ensure that
the new password is compatible with the Password Requirements mentioned in the same prompt.

6. Click Save.

e Note:

If you are unable to reset the password, contact your Administrator for help. Refer to the
Troubleshooting on page 130 for the probable causes and solution for reset password failure.

To reset the password on the Change Password prompt, proceed as follows:
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1. When the user logs in to MiCollab Mobile Client, the Change Password prompt appears.

Change Password

Please set a new password before you
proceed.

Current Password [Forgot Current Password]

New Password

Confirm New Password

Password Requirements :
- Must be 8 - 20 characters in length

- Must contain at least one each of uppercase,
lowercase, digit and symbol

- Must not be simple or contain dictionary
words

- Must not contain old password or login ID

- Must not be the same as recently used 5
passwords

2. From the Change Password prompt, click on Forgot Current Password.

A pop-up screen notification appears for you to confirm resetting your password.
3. Click OK to proceed.

A temporary password will be sent to your e-mail address and MiCollab Mobile Client will be logged off.

e Note:

If the Reset Password on Login option is enabled from MiCollab server and the user's password
is Administrator provisioned password, then the MiCollab Mobile Client users will see the Change
Password prompt when they start MiCollab Mobile Client again.

4. Use the temporary password to log in to MiCollab Mobile Client. After you log in, the Change
Password prompt will be displayed.

5. Enter the temporary password and the new password in the Change Password prompt. Ensure that
the new password is compatible with the Password Requirements mentioned in the same prompt.
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6. Click Save.

e Note:

If you are unable to reset the password, contact your Administrator for help. Refer to the
Troubleshooting on page 130 for the probable causes and solution for reset password failure.

3.6 Managing contacts

To search for a contact, type a name or number in the Search or Dial field from the Contact page available
in the bottom navigator area.

Contacts Q

000

Groups Personal Corporate  External
Filter

RQ Favorites - No members

n & & [ 88

Home Phone Messages Contacts Apps

Adding contacts as shortcuts on the home screen

To add a contact to display as a shortcut on the home screen:

1. Open a contact card.
2. Tap the More menu and select Add to Shortcuts.
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OR

1. From the top of the Home screen, tap the More menu and select Add Contact. Also you can long-
press on the empty space in the home screen and select Add Contact.

2. Search and select the contact.
3. Tap Done.

Removing contacts from the home screen

To remove a contact from the home screen:

1. From the top of the Home screen, tap the More menu and select Edit. Also you can long-press on the
empty space in the home screen and select Edit.

2. Select the X icon on top of the desired contact.
3. Tap Done.

Adding contacts into a group

To add a contact into a group:

1. From Contacts menu, select a group.
2. Tap the More menu, select Add Contacts. Also you can long-press on the empty space in the home
screen and select Add Contacts.

< MiCollab "new

: [(°!  Add Contacts

T Delete

£/ Rename

1 member

KS

3. Search and select the contact.
4. Tap Done.

Removing contacts from a group

To remove a contact from a group:

1. From Contacts menu, select group.

2. Tap the more menu, select Delete. Also you can long-press on the empty space in the home screen
and select Delete.

3. Tap the X icon on the desired contact.
4. Tap Done.
5. Tap OK from the Delete Confirmation dialog box.
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Deleting a group

To delete a group:

1. From the MiCollab bottom navigation menu, tap Contacts.

2. Select Delete Groupsfrom the more menu, select Delete. Also, you can swipe left on the group until
you get the Delete option.

3. Tap the X icon on the desired contact.
4. Tap Done.
5. Tap OK from the Delete Confirmation dialog box.

3.7 Push Notifications

MiCollab for Mobile Client (Android and iOS devices) displays a real-time notification when new data is
available. Notifications will be pushed to the device even when the Client is in the background, not running,
or the device is locked.

0 Note:

Make sure the Android device is running on v7.0 or later for push notifications support. On older
Android versions (v6.0) which still require background service there might be some technical issues
when the battery saving or power saving setting is enabled.

Notifications are displayed for the following:

* Chat messages

* Voicemail messages

* Presence request

* Incoming calls

* Missed calls

* MiTeam Stream and MiTeam Meet invites
* Ad-hoc meeting invites

The push notification feature is enabled by default. You can choose to disable this feature in the MiCollab
for Mobile Client. To disable the notifications:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.
2. Tap General > Notifications.
3. Under Notifications, disable the preferred notifications.

By default, chat previews are displayed in full or in part in the notification depending on the length of the
message.
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e Note:

If you tap on a natification for a chat, the MiCollab for Mobile Client displays all chat conversations, not
the individual chat for which the notification was received.

3.8 Chat features

6 Note:

The MiCollab Client application must be logged in to receive chats and chat notifications. The
application can be running in the background (open and not visible), but if the app is closed, you will
not receive any notifications.

Chat typing indications

When a participant begins typing during an individual or group chat, MiCollab Client provides a visual
indication to other chat participants that this person is typing.

Chat message history

The Messages screen displays a list of the individual and group contacts with whom you have chatted.
Each item in the list also indicates the date and time of the last chat message that was sent to or received
from that contact. Selecting an item in the list opens the chat screen for that individual or group contact
displaying messages from previous conversations including the time of day and top banner with the date
for each chat message.

3.8.1 Chats

MiCollab chat is a full featured chat function that synchronizes chat conversations, file transfer, and
group chat across devices. MiCollab Client is integrated with CloudLink platform to provide an enhanced
experience for all the MiCollab users. MiCollab chat will function even when the MiCollab server is not
reachable.

3.8.1.1 Initiate a 1:1 chat

To initiate a 1:1 chat with a contact:
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1. From the bottom navigation menu, you can perform any one of the steps :

+ Tap on the Messages menu to display the recent chat conversations and then select a chat.

» Tap on the Phone menu to display the call history under the All or Missed tabs and select the
contact.
» Tap in the Contacts menu to display the Corporate tab and then select or search for the contact.

OR

Tap or long-press on a contact's avatar from the above pages and select the Chat icon.

Messages
Chat Streams

-
=)
o @

2. In the text area, type a message. You can also copy and paste a message from existing chats.
3. Tap Send.

3.8.1.2 Initiate a group chat

From Contacts menu

From the Contacts menu, tap or long-press the group's avatar and select the Chat icon.
i - b %) =
Qq  MiCollab - member u ®

From a 1:1 chat

1. From the Messages page, open the Chat tab.

2. Tap on the user’s avatar to open the individual chat windowClick on the right pane of the individual chat
and then from the top-right corner of the chat window tap on the Info icon.

The information about the individual chat is displayed with all the information.
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3. Tap on Add Participants to add more members to the chat.

Information X
(¢

EMAIL ADDRESS

AR Members 2 members

@ Files v

ADD PARTICIPANTS

ADD TO HOME

HIDE CONVERSATION

4. Search for the contacts and select Done to initiate the group chat session.

This will create a new group chat with the participants. The original 1:1 chat conversation will remain as
it was.

o Note:

After a group chat is started from a 1:1 chat, new participants will not be able to see the previous
conversation history.

e Note:

If you delete a group chat, you will still receive chat notifications from other participants. The chat
history will be retained for future conversations with the same participants.

3.8.1.3 Chat options

Send a voice message
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1. Within the chat conversation, tap on the microphone icon to start recording the audio message.

This enables the microphone and starts recording the audio.

o Note:

If a pop-up is displayed to allow the keyboard to record the audio, tap Allow. This will grant
permission to trust the application to use microphone and record the audio.

2. Once the audio is recorded, tap the microphone icon once again to end the recording.

3. Tap on the send icon to share the audio clip within the chat conversation. You can also play the audio
message before sending it.

0 Note:

Tap Delete to delete the recorded audio clip.

Share your location

Within the chat conversation, tap the location pin icon.

Share a file or an image

1. Within the chat conversation, tap the attachment(paperclip) icon.
2. Select the file/image and tap Open.

e Note:

The maximum file size for an in-session sharing is ~10 MB.

3. Tap Enter or the Send icon.

Send an emoji

1. Within the chat conversation, tap the emoji icon.
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2. Select the emoji you want to send from the emoji gallery.
3. Once you have inserted the emoji in the chat box, press Enter or tap the Send icon.

React to a message

Within the chat conversation, you can react (using emojis), reply to individual messages or perform more
functions (like edit, select, view message information, or delete messages). To react to an instant message,

from a conversation window, tap the message and select emaijis or the reply option.

. 57006 e | H[

9 Q@0

Type a message...

To reply to a specific message:

1. Tap on the message you received and select the reply button.

Reply

ﬁé%?‘@@

@ - 11:52 AM
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2. This will quote the chat line, and you will type the message.

570060 .

9 Sadhana Krishnamurthy 1:13 PM
3

[Ty a message... 0 @ @ O

3. Tap Send.

To perform more functions under the chat option:
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1. Tap on the message sent to the recipient and select the more icon to display all the options.

b TP OGO @

.
.

&
Type a message... 0 @ ¢ ©
“ cx=n ®
HbTFTOOO®O @& :
St Edit message -

Select Messages

Message Info

Delete message

Q90

2. Tap on the options displayed under the more icon to perform the following functions:
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+ Edit Message - This option allows you to edit the messages sent to the recipient. You can select the
message and edit the text and re-send it. The edited message displays a tag which shows the message
has been edited.

©

CANCEL L. UPDATE MESSAGE

. 5:22 PM
) ©
¢ ' (Edited) ©

+ Select Message - Using this option, you can select multiple messages sent to the recipient and then
you can delete them from the chat window. The total number of messages selected for deletion is
displayed. Received messages cannot be deleted.

CANCEL 0 Messages Selected
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* Message Info - This option displays the read receipt of the sent message and the delivered-to
information.

Message Info

. Ri 2:38 PM

READ BY:

$ «

» Delete Message - Using this option, you can delete a specific message or multiple messages sent to
the recipient.

o Note:

When the Select Message option is used to delete multiple messages, an unexpected Client
behavior might occur. A fast double-click of the Delete confirmation button may result in the
deletion of all but one of the messages the user selected for deletion. The double-click is an
incorrect user action for a confirmation button. In the rare cases when the double click is very fast,
the first click correctly confirms deletion and closes the confirmation window, but the second click
un-selects the message that appears in the now active window, resulting in that message being
removed from the delete request. The correct action is a single click on the delete confirmation
button.

Delete message

Are you sure you want to delete this message? This action cannot
be undone.

. 237PM

CANCEL
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o Note:

A very fast double-click on the delete confirmation button would in many occasions, delete all but one
item in the list of messages to be deleted (in case multiple messages are selected). The double click
is an incorrect user action behavior, because, the first click confirms the deletion and the second-click
un-selects the message below the dialog box from the "string of messages" for deletion.

Read receipts

MiCollab Client read receipts indicates who has read your message in real-time. A miniature version of
the contact's avatar (it could be the contact's photo or contact's initials) right below the conversation is
displayed or a double tick appears on the right side of the sent message indicating that they have read the
message. Tap any of the mini avatars to see the contact name.

“ » 12:07 PM

You can also view the read receipt by selecting the message sent to the recipient and then click the More
icon > Message info.

Message Info

7:36 PM

Hide chats

To hide a chat conversation:
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1. From the navigation menu, tap Messages > Chat.
» Long press the contact or chat conversation and select Hide.

OR

° Q
4]

Within the chat session select Hide from the more ( “ ) menu.

OR
» Swipe left on the chat conversation until you get the Hide option.

0 Note:

On legacy chats, swiping left deletes the chat conversation.

2. Tap OK in the confirmation pop-up window to hide the chat conversation.

e Note:

Select the Do not show again checkbox to not display the message again.

3.8.14 Chat functionality when Internet connection is not
available

Users can log in to MiCollab Client even without an active Internet connection. The Client functionalities
(such as calls, creating new chats, starting Streams meets, Meetings, and so on) that require an active
Internet connection will not be available.

e Note:

The users can log in to the Client only if they have previously logged in.

A dialog box is displayed with an alert that the Client cannot connect to the server and list of features
available during this downtime.

When an active Internet connection is re-established, users will see a prompt to restart the Client to
recover the full functionality. Until the client is restarted, it will be in “no server connection” mode.
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Available chat features when the Client is offline
When there is no active Internet connection, users can use the below chat functionalities:

» View cached data: When the Client is offline, users can view the cached data such as Contacts, Call
History, and Voicemail.

* View Chats and Stream conversations: When the Client is offline, users can view the chat messages
and Stream conversations. Only the last 100 chat conversations and 40 messages per conversation will
be cached and displayed to the user.

o Note:

When number of conversations exceeds 100, the oldest conversation is removed (including all of
its messages) to accommodate the newest conversation.

e Note:

If there are too many chat messages in a conversation, there will be a slight delay (~ 2 mins) to
load the messages.

o Note:

Attachments within the chat conversation will not be displayed and are replaced by placeholders.

0 Note:

Users will not be able to send attachments, the icons will be in a disabled state.

3.8.2 Legacy chats

MiCollab users who have migrated from MiCollab Client version less than 9.0 will see a new tab Messages
> Legacy chats. Legacy MiCollab chats will be archived and available to the users as read-only under the
Chat tab.
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When the users are migrated to Client version 9.0 and later, the client displays an alert at the first log-in
informing users that their chat provider has changed. The legacy MiCollab chat will be disabled for the
user.

Your chat service provider is set to CloudLink. Any conversations you
had with the old chat service provider are accessible for read only
viewing via the chat menu item.

For migrated users, all the default quick action menus (such as hover-over chat, right-click chat, and so on)
will be directed to the new MiCollab Client Messages feature.

3.9 Call features

Using MiCollab Client you can make MiCollab calls from:

* Chat window

» Dialpad (Mobile Clients only)
» Contacts

» Search result

» Call history records

o Note:

To display the contact’s phone number, hover over the call icon on the contact card. Also you can
right-click the contact card to view the contact’s phone number.

6 Note:

You can make calls to numbers containing special characters (*#/, . () - + space).

0 Note:

Extension numbers that are matching with international emergency numbers cannot be dialed using
the MiCollab Client. These numbers must not be used as internal extension numbers.
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e Note:

On Android, it is not possible to dial the Emergency numbers via SIP, as an Android connection
service interrupts all attempts that are dialled from the client via SIP. The only way to get the number
dialed is via a native dialer.

iOS supports cross-launching a MiCollab call via custom URI. The supported URI formats are:

« mcollab://call ?nunber=123456789: To open dialer and then make a call
* micollab://call?number=123456789&mode=direct: To call directly

3.9.1 Making calls

3.9.1.1 Making a MiCollab call from the chat window

To make a voice call from an existing instant messaging session, perform one of the following steps:
* From the Messages menu:

* Long press on the contact and select the Call button to dial the primary telephone number for this
contact.

RP - In a meeting @ @ @

(O .

3.9.1.2 Making a MiCollab call from the Contacts menu

6 Note:

If the contact information does not include a telephone number, the Call button on the contact's card is
disabled.

To make a MiCollab audio call from the Contacts menu:

1. From the bottom navigation menu, tap Contacts.
2. Tap on either Groups, Personal, External or Corporate contacts tab.
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3. Perform one of the following steps:

» Long-press on the contact's avatar and select the Call button to dial the primary telephone number
for this contact.

» Tap on the contact to open the contact’s card and tap on the Call button next to the desired phone
number (from Phone Numbers).

An in-call window is displayed with the caller's name, telephone number, and picture (if available).

3.9.1.3 Making a MiCollab call using the Search or Dial
field

To make a voice call using the Search or Dial field:

1. From the top Header Menu, enter the telephone number or name of the contact in the Search or Dial
field.

2. From the Contacts results long-press on the contact's avatar and select the Callbutton to dial the
primary telephone number for this contact.

Q © Cancel

cccccccc
ccccc

ccccc

An in-call window is displayed with the caller's name, telephone number, and picture (if available).

3.9.14 Making a MiCollab call from the Phone menu

To make a MiCollab audio call from the Phone menu:

1. From the bottom navigation menu, tap Phone.
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2. Tap on either All, or Missed tab.

10:42 = %)
Phone Q H
All Missed Voicemail
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3. Perform one of the following steps:

» Tap the contact and click the Call button below the contact or click the Call button next to the
desired phone number (from Phone Numbers) to call the contact.

6:31 o T
< g
Details Activity
Phone Numbers
DeskPhone %
SoftPhone %
Email Addresses
&2

IM Addresses
uciMm @

Organisation

» Use the Dialpad button to enter the DeskPhone number of a contact and tap on the Call button.

An in-call window is displayed with the caller's name, telephone number, and picture (if available).

To make a voice call using from the Phone menu via the Voicemail tab:

1. From the bottom Navigation menu, tap Phone menu.

2. Under the Voicemail tab, tap the voicemail contact name displayed and click the Call button to dial the
primary telephone number for this contact.

An in-call window is displayed with the caller's name, telephone number, and picture (if available).
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3.9.2 Initiating a MiCollab call

While placing an outbound/outgoing call from a MiCollab Mobile Client, you can enable the speaker even
before the call is answered by the callee. Outbound calls start with the audio provided to the earpiece, and
the user can press the speaker icon after initiating the call to transition to speaker phone mode.

il 7 @D
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Dialing...
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3.9.3 In-call features

MiCollab call screen provides access to the following call control features during an active call:
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Minimize Call 00:56

BG

Video

Conference

Handoff

Transfer

Speaker

Switch Camera

*  Mute/unmute (Softphone only)
» Hold/Retrieve

» Speaker (Softphone only)

* Dialpad

* Hang-up

* Video (Softphone only)

» Conference

» Handoff

» Transfer (Supervised)

» Switch Camera

+ Call Quality (Softphone audio calls only)

o Note:

You can enable DND (Do Not Disturb) at any time to block calls to your MiCollab Client application.
For instructions, see Manage Status.

Call quality icon

The MiCollab users can view the audio call quality during an active audio softphone call. The call quality
icon is displayed on the top-right corner of the mid-call screen and it appears after 5 seconds into the call.
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e Note:

The tooltips that are visible in the desktop clients are not shown in Mobile clients.

o Note:

The Call Quality icon is not visible during video calls and CTI calls

%

HP
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When you tap on the call quality icon, it expands into a banner which displays the details of the call quality

along with the values. The call quality icon is represented differently for good call quality (| ) and

degraded call quality ( ).
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Lm0

HP

—

5o Call quality appears to be Good X

Packet loss : In 0% Out 0.04%
Jitter : In 0.00ms Out 0.00ms

Round Trip Time : 18.0ms
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Call quality appears to be Degraded X

Packet loss : In 0% Out 0.63%

Jitter : In 3.00ms Out 3.00ms

Round Trip Time : 18.0ms

The call quality banner will display the following values when the icon is expanded.

* Audio quality - Shows as Good or Degraded. Two different icons represent good and bad quality calls.

» Packet loss - This field displays the missing conversation parts that result in audio gaps or interruptions.
Values for both inbound and outbound network packets are displayed.

+ Jitter - This field shows the inconsistent network performance that appears as choppy or distorted
audio.

* Round Trip Time - This field value displays the delay between speaking and hearing the response.

3.94 Handling calls

When you receive a call on a MiCollab Android Client, you can accept or decline the incoming call.

In the Mobile clients for Android devices, the incoming PSP or Softphone calls can also be declined with a
message. The Accept, Decline, and the Decline with Message buttons are animated and can be swiped
in any direction for answering or declining the calls.
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e Note:

When the user declines the incoming call with the Decline with message option, and if the incoming
call is from an external number and chat messaging cannot be performed, then the MiCollab Mobile
Client will display an error message, Unavailable for chat.

MiCollab Mobile SIP softphones register with MiVoice Business via MBG for 24 hours. MBG accepts calls
on behalf of the SIP softphone regardless of device state or connectivity. If the client is open and active,
MBG will immediately deliver calls to the device; if not, MBG waits for MiCollab server to send a push to
wake it, then MBG delivers the call. If the SIP softphone never connects (due to network/device issues),
calls are treated as unanswered (e.g. routed to voicemail)

Incoming Call

o

Decline

=

Decline with message
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e Note:

If a user has enabled both the GSM phone and the softphone to receive calls, only the first incoming
call is presented to the user. If a GSM or a softphone call is active, another incoming GSM or
softphone call will be presented to the user.

* OniOS devices, the user can toggle between the GSM and softphone calls.

* On Android devices, there is an option of Softphone Early Hold, which is turned off by default.
If the user experiences audio issues while answering the GSM call while the softphone call is
ongoing, he can enable this setting.

6 Note:

When the Android devices receive PSP calls and the Mobile client is force-closed but the phone is
in unlocked state, a banner notification appears on the top of the phone screen. Tap on the Accept
or Decline button to answer or decline the call. When the call is answered, the MiCollab Android
Client comes to the foreground and a mid-call screen (with controls such as, end call, mute/unmute
microphone, and so on) is displayed.

3.9.4.1 Answering a MiCollab Call

To answer a phone call on MiCollab Android Client:

» If MiCollab Client has been force-closed but the phone is in an unlocked state: A notification banner at
the top of the mobile screen displays the incoming call. Tap the Accept button to answer the call.

Incoming Call...

ACCEPT DECLINE
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» If MiCollab Client is running in the foreground, swipe the Accept button.
The incoming call screen is also visible for the following scenarios:
*  When the MiCollab Client is running in the background, where the phone can be in locked or even

unlocked state.
*  When the MiCollab Client has been force-closed and the phone is locked.

Incoming Call

o

Accept

®

Decline with message

6 Note:

The answer button will display the selected preferred device. For example, if the preferred device is
selected as Deskphone, an incoming call can only be answered on the desk phone.

If the preferred device is set as Softphone and the Softphone is disabled/not registered, the Accept
button and a tooltip (device unavailable) is displayed to the user. Clicking the Accept button will
display a pop-up with a list of available devices for selection.

0 Note:

While active on a MiCollab call, if there is a second MiCollab incoming call, the call screen displays
the incoming caller ID and you hear a call waiting tone. You can accept or decline the call. The in-call
features include hold, retrieve, end call, transfer, conference, and toggle options.
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e Note:

For MiVoice 5000, when a user with an unpublished number sets the call forward to another user, and
if the forwarded user receives the push notification (Android or iOS), the details are displayed or are
visible, instead of *****. Therefore, the client does not display the via/called user information details.

Incoming calls behavior for unpublished and private numbers;:

* Unpublished numbers: An incoming call from an unpublished number will display only the contact's
name and not the number. The called party will not be able to copy the obfuscated number. Outgoing
calls can be made to an unpublished number only by entering the number. The Client will not display
the unpublished number in the Search results, Call History, Contacts, and Voicemail menu. To unpublish
a number, click Settings > General > My Numbers. Select the number and uncheck the Publish
setting.

» Private numbers: This feature is only applicable to users on MiVoice Business communication
platform. An incoming call from a Private number (that is unpublished as well) will display only the
contact's name and not the number. The caller ID will be displayed as "«" instead of the actual
number. The called party will not be able to copy the obfuscated number. Outgoing calls can be made to
a private DN only by entering the number. The Client will not display a Private number in the incoming
calls, Search results, Call History, Contacts menu, contact card, Voicemail menu, and notifications.

In the incoming call window, the Decline with message option will not be shown for the user with a
private DN. Contact your administrator to enable the Privacy DN feature.

3.9.4.1.1 Answering an incoming EHDU call

MiCollab for Mobile Client provides an in-call screen. The EHDU call must be on the mobile phone.

3.9.4.1.2 Answering an incoming CTI call

MiCollab for Mobile Client does not provide an in-call screen, but displays a green banner that has a Take
Call option, using which you can answer an incoming call, initiate a call handoff to pull a call from the
deskphone to the softphone. You obtain call control after the call is pulled to the mobile device.

If the softphone is not registered, MiCollab for Mobile Client displays a red banner that has an End Call
option, using which you can end the ongoing deskphone call.

3.9.4.2 Declining a MiCollab call

When the MiCollab Client is in the foreground, to decline an incoming MiCollab call, swipe the Decline
button or the Decline with message option.
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e Note:

When the user declines the incoming call with the Decline with message option, and if the incoming
call is from an external number and chat messaging cannot be performed, then the MiCollab Mobile
Client will display an error message, Unavailable for chat..

Incoming Call

o

Decline

=

Decline with message

On swiping the Decline with message option, the call gets disconnected and the MiCollab chat message
box opens up, where you can type in your message to the caller.

On Android devices with incoming PSP calls or Softphone calls, if the MiCollab Client has been force-
closed, but the phone is unlocked, a banner notification appears on top of your phone screen. Tap the
Decline button to decline the incoming call.
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Incoming Call...

ACCEPT DECLINE

3.9.4.3 Placing a call on hold

()

To hold an active MiCollab call, from the call window, select the Hold (24 icon.

3.94.4 Resuming a call on hold

To resume a MiCollab call on hold, from the call window, select the Retrieve(m) icon.

3.9.4.5 Placing a call on speaker

To place a MiCollab call on speaker, from the call window, select the Speaker () icon.

3.9.4.6 Transferring a call

Use the Transfer feature to transfer a MiCollab audio call from one user to another user. MiCollab Client
supports two modes of call transfer; Supervised transfer (Consultation) and Unsupervised transfer (Blind)

from the call window.

To transfer an active MiCollab audio call:
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1. 0
While on an active MiCollab audio call, select Transfer from the more ( 8 ) menu.

13:36 Wl = 0

@

Video

Conference

Handoff

Transfer

2. Choose a contact or enter a name or telephone number in the search box.

Transfer X
Q  joh b
John Smith - In the office [ DeskPhone
@ Micoliab 9.0 —

3.
Select the required contact and tap Consultation Call (@ ) for a Supervised transfer or Blind

Transfer ( ° ) for an Unsupervised transfer.

Call Transfer complete message is displayed and the call is successfully transferred.
3.94.7 Initiating a conference call
To initiate a MiCollab conference call:

1. Initiate a MiCollab call.
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2, P
Select Conference from the more ( 8 ) menu.
@ oll = D
£
@

Video

Conference

Handoff

Transfer

3. Choose a contact or enter a name or telephone number in the search box and select Conference .

The active call is put on hold and a new call is initiated.
4. Once the third party answers the call, select the Conference icon to initiate the conference call.

3.94.8 Call handoff

Handoff provides the ability to push a connected softphone call to another available device. To handoff
(push) an active MiCollab call to another device:

1. Initiate a MiCollab call.
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2, o
Select Handoff from the more ( 8 ) menu.
Wl = 2

Video

Conference

Handoff

Transfer

3. Select the preferred device from the Handoff to dialog box.

The Handoff complete message appears on the screen indicating the handoff is successful.

e Note:

The call remains displayed in the MiCollab Client until the call is ended.

3.9.4.9 Hanging up a call

To hang up a call, select the End button in the in-call window.
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3.9.4.10 Escalating a MiCollab audio call to a video call

You can escalate a MiCollab audio call (softphone only) to a video call:

1. 9
On an active audio call window, select the more ( © ) menu.

2. Select Video.

| 13:36 wl® D

o Note:

While active on a MiCollab video call (on softphone), tap the video to open the video in full-screen
mode.

e Note:

MiCollab video calls are supported using the ACD SIP Softphone.
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3.9.4.11  Deleting Call History

To delete your call history from MiCollab Client:

1. From the MiCollab Client bottom navigation menu, tap on Phone to display your recent call history.

2. Select Delete or Delete All from the more menu and then delete the call items. Also, you can swipe left
on the call item until you get the Delete option.

All
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W %

Home Phone

Phone Q

Missed Voicemail

T Delete All ’

000
000
o
23 May 9:45 P
13 May 4:38 PM

® B 23

Messages Contacts Apps

Delete Confirmation

Do you want to delete this Call history record?

3. Tap OK in the confirmation pop-up window.
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3.9.4.12 i0S CallKit integration

e Note:

The Call Waiting option in the iOS call settings menu only applies to incoming GSM calls during
ongoing GSM calls. So if there is an incoming GSM call while you are on a MiCollab call, you will be
notified about the incoming GSM call with a call waiting tone and the called party will get a free ringing

tone.

iOS CallKit is integrated with MiCollab to provide MiCollab call acceptance on the lock screen and swap
between GSM and MiCollab call. To swap between GSM and MiCollab call:

1. Answer an incoming GSM call from the lock screen.
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2. When you receive an incoming MiCollab call, you can:

« end the active call and answer the MiCollab call, or
* hold the active call and answer the incoming MiCollab call.

o MiCollab Audio...

o
Remind Me

% @&

End & Accept Decline  Hold & Accept

\ <)

mute speaker

60

MiCollab

3. After the MiCollab call is answered, tap MiCollab from the call control options.

Enter the native phone’s password, if the security password is turned On. The MiCollab Client window
opens.

4. Tap Swapto toggle between GSM and MiCollab call.

MiCollab for Mobile Client




MiCollab for Mobile Client

0 Note:

If the MiCollab Client is in the foreground and the iOS device is set to the Do Not Disturb or Do
Not Disturb while driving mode, you will not receive incoming calls on the MiCollab softphone
and the calls are forwarded to voicemail. Also, for MiCollab chat, there are no sound alerts and the
device display does not light up.

o Note:

The MBG timer adjustment is limited to three minutes by the iOS CallKit. The call stays in the ringing
state for three minutes after which it gets automatically declined by iOS.

3.9.4.13 MiCollab for Mobile Client (Android) behavior using
Connection Service

Scenario 1: Active GSM call and inbound softphone call
If you are on an active GSM call and there is an incoming softphone call, the incoming softphone call will be rejected
with a busy tone.

Scenario 2: Active softphone call and inbound GSM call
If you are on a softphone call and thereis an incoming GSM call, the softphone call will be put on hold and the GSM
call playsacall waiting tone.

Scenario 3: Active softphone call and inbound softphone call

If you are on a softphone call and there is an incoming softphone call, call waiting tone is played and you can answer
the second call. Answering the second call will automatically put the first call on hold. Y ou can toggle between the
two calls.

Scenario 4: Active GSM call and outbound softphone call
If you are on active GSM call then you will not be able to make an outgoing softphone call.

3.10 Voicemalil features

0 Note:

The iOS clients do not display the MiCAM Voicemail view. This could be due to some root certificate
issues.
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To play voicemail messages:

1. From the bottomnavigation menu, tap on the Phone menu and go to the Voicemail tab.
2. Enter your voicemail PIN if required, and tap on Verify.

Enter Voicemail PIN

No VM PIN

o Note:

Voicemail PIN is not prompted in the case of Embedded Messaging voicemail service (EMEM).
Contact your system administrator for more details on the type of voicemail service.

3. Select a voicemail message to play the voicemail message.

o Note:

MiCollab client does not support the function of playing a confidential visual voice message.

To delete voicemail messages:

1. From the bottom navigation menu, tap on the Phone menu and then tap on Voicemail.
2. Enter your voicemail PIN if required, and tap on Verify.

0 Note:

Voicemail PIN is not prompted in case of Embedded Messaging voicemail service (EMEM).
Contact your system administrator for more details on type of voicemail service.

3. Select a voicemail message and tap Delete from the more( { ) menu. Also, you can swipe left on the
message until you get the Delete option.

4. Select Yes to confirm the deletion.
To change the mailbox PIN (only for NuPoint Unified Messaging voicemail service):

1. From the top header menu, single tap on the avatar to open the Settings page > Phone Settings.
2. Tap on Change Mailbox PIN.

3. Enter the current PIN and then the new PIN.

4. Tap on Save.
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3.11 Meeting features

By using MiCollab for Mobile Client, teams can collaborate in real time, no matter where they are. MiCollab
for Mobile Client supports MiTeam Meeting capabilities.

3.11.1 MiTeam

MiTeam is a work stream communications and collaboration tool that provides a highly collaborative and
persistent workspace for team-meetings, conversations, content collaboration, and project management.
MiTeam brings remote workers into a conversation, combining group sharing, and document annotation

capabilities with text and audio-based chats. MiTeam is a licensed feature within MiCollab. Contact your
system administrator to know more about configuring MiTeam.

MiTeam Stream
MiTeam Stream is a collaboration space designed to enable collaboration for teams, projects, and topics. In a Stream,
you can chat, store files, add to-do lists, and set up online meetings.

MiTeam Meeting
MiTeam Meeting enables you to host real-time collaboration sessions in which the participants can join using their
mobile phones and browsers. See MiTeam Quick Reference Guide for more information on MiTeam Meeting.

3.11.1.1

Setting up a Streams session

To set a Streams session:

1. From the MiCollab Mobile Client bottom navigation menu, tap onMessages > Streams.
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2. Tap on the floating icon to Create Messages.

Messages Q

Chat Streams Classic Streams

o & & [ 88

Home Phone Messages Contacts Apps

3. In the New Stream page, enter the name of the Stream, and then tap on the + icon to add the
participants name in the Search field.

< New Stream
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4. Select the participants and tap on Done.

< New Stream

Add Contacts

5. Tap on Create to create the stream.

3.11.1.2 Creating a topic-based Stream

o Note:

External guest users cannot be added into a Stream.

1. From the MiCollab Client bottom navigation menu, select Messages.
2. Create a Stream using the following procedure:

a. Tap on the Create message icon on the top right corner to create a stream.

o
Messages ]

Chat Streams Classic Streams I__If

b. In the Stream Name field, type a name for the Stream.

c. To invite participants to the Stream, tap the + icon and type the participant’'s name in the Search
field.
d. Select the participants and tap Done.
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e Note:

New participants can be added to an existing Stream. New participants can view the previous
conversation history inside the Stream. A system message is displayed in the conversation window if a
participant joins or exits the Stream.

o Note:

Classic Stream is not supported in the dark mode of iOS.

MiCollab Client system notification will be displayed to the participants only during the following events:

» Stream creation
+ if a participant is directly mentioned (@user)

The participants can edit or leave a Stream. When a participant leaves, the stream is automatically
removed from the list of Streams until the participant is re-invited.

To react to a specific message within the topic-based Stream

Within the topic-based Stream, you can react (using emaojis), reply to individual messages or perform more
functions (like edit, select, view message information, or delete messages). To react to an instant message
within the Stream, tap the message and select the emojis which pop-up or the reply option.

b7 © 06 ¢ E[

-

Type a message... 0O © ¢ ©
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To reply to a specific message within the topic-based Stream

1. Tap on the message received and select the reply button.

5700606

11:52 AM
Y

2. This will quote the chat line, and you can type the message.

b5 7060 |E

’ Sadhana Krishnamurthy 1:13 PM
S

[ryPe a message... 09 @0

3. Tap Send.
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To perform more functions under the chat option

1. Tap on the message sent to the recipient and select the more icon to display all the options.

TEST_ = B @

o

H T OO0 0 B
“Tem——

Type a message... 00 ¢ 0o

“®
b7 OO0O0O @ :

ot Edit message

Select Messages

Message Info

Delete message

Q090
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2. Tap on the options displayed under the more icon to perform the following functions:

+ Edit Message - This option allows you to edit the messages sent to the recipient. You can select
the message and edit the text and re-send it. The edited message displays a tag which shows the
message has been edited.

©

CANCEL L. UPDATE MESSAGE

5:22 PM

i : (Edited) ©

» Select Message - Using this option, you can select multiple messages sent to the recipient and then
you can delete them from the chat window. The total number of messages selected for deletion is
displayed. Received messages cannot be deleted.

L)

CANCEL 0 Messages Selected

+ Message Info - This option displays the read receipt of the sent message and the delivered-to
information.
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Message Info

. > 4:46 PM

READ BY:

» Delete Message - Using this option, you can delete a specific message sent to the recipient.

Delete message

Are you sure you want to delete this message? This action cannot
be undone.

. —

CANCEL DELETE MESSAGE

To view the creator of the Stream

1. From the MiCollab Client bottom navigation menu, select Messages.
2. Select the Stream.
3. Within the Stream, tap the info icon from the right top corner.

The information about the stream opens up and displays the Created by field along with the name of the
creator.

6 Note:

This feature is not applicable to Classic Streams.

To edit the Stream

1. From the MiCollab Client bottom navigation menu, select Messages.
2. Tap the Streams tab and select the stream.
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3. Within the Stream, tap the info icon from the top right corner.
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4. From the Information page, tap the EDIT STREAM button.
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Information X
Name

CREATED BY

2R  Members 16 members -«
& Files v

EDIT STREAM

LEAVE STREAM
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5. To add participants to the Stream, tap the + icon and type the participant’s name in the Search field.
6. Select the participants and tap Done. The stream will trigger a message that the participant is added.

7. To remove a participant from the stream, tap the X icon next to the participant. The stream will trigger a
message that the participant is removed.

To add or remove external participants in the Stream

From MiCollab R9.7 SP1 FP1, the end-user can add external contacts under Streams and can send/
receive text messages (SMS/MMS) to the external numbers.

To add an external participant in the stream, proceed as follows:

1. From the MiCollab Client bottom navigation menu, select Messages.
2. Tap the Streams tab and select a stream where you want to add external users or create a new stream.

3. Type/ sns-add provi der [nunber] inthe text box, for example / sns-add provi der
+12343868372 and tap the Send icon.

This will add an SMS Provider to the Stream through which the messages will be sent or received.
Once the SMS Provider is added, the Stream will generate a message as follows:

SMS enabled. SMS messages will be sent/received using number +1 234-386-8372

SMS Provider added

4, Type / sms-add [ nunmber] in the text box, for example / sns- add +12343867626 and tap the Send
icon.

This will add a subscriber number to the Stream. Once the subscriber number is added, the Stream will
generate a message as follows:

+1 234-386-7626 added

e Note:

For now, the phone numbers of external participants can be added only using the command
prompt.

To remove an external participant from the stream, proceed as follows:

1. From the MiCollab Client bottom navigation menu, select Messages.

2. Tap the Streams tab and select a stream from which you want to remove the external users / numbers.
3. Within the Stream, tap the info icon from the top right corner.

4. Tap the EDIT STREAM button.

5. To remove an external participant from the stream, tap the X icon next to the participant. The stream will
trigger a message that the external user is removed.
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o Note:

When an external participant is removed from the stream, the stream will generate a message
notifying the other users that a number has been removed, for example +1 234-386-7626 has left.

0 Note:

The SMS Provider can be removed only when all the SMS participants are removed from the
stream.

3.11.2 Meetings

Meetings is a Cloud-based collaboration tool (based on CloudLink infrastructure) that enables MiCollab
users to access features, such as:

» Collaborate: Perform audio, video, and web sharing
» Chat: Hold chat sessions and receive chat notifications within the meeting
* File Sharing: Store and share files

You can cross-launch the Meetings application from the MiCollab Client. However, cross launching only
works when your administrator has enabled Meetings in the MiCollab server. Meetings is a licensed
feature. Contact your system administrator to know more about configuring Meetings.

o Note:

If the Meetings setting is enabled for the user, then the Ad-hoc meeting feature is replaced with the
Meetings feature.

o Note:

MiCollab Client presence state is not controlled using Meetings. For example, you MiCollab Client
status will not update to Busy or In-Call when you are participating in a Meeting.
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Launching Meetings application

To launch the Meetings application, tap on the Meetings menu from the bottom navigator on the MiCollab
Client navigation menu.

» If you are using MiCollab Mobile Client, then the Meetings mobile application is launched (if installed)
otherwise web version is launched.

To log in and log out of the MiTeam Meetings application, see the MiTeam Meetings online help.

e Note:

Following notifications are supported for Meetings:

» Push Notification on MiCollab for Mobile Client (iOS and Android)
» Background Notifications on MiCollab Client (PC, Mac, and Web).

Selecting the notification will open your MiCollab Client Inbox screen.

Escalating an ongoing MiCollab audio call or a chat to Meeting

o Note:

You cannot escalate an ongoing MiCollab audio call from the MiCollab Mobile Client.

To escalate an ongoing MiCollab audio call or a chat conversation to Meeting:

» From an ongoing MiCollab call (individual or conference call), click Screen Share. The Meetings
application is launched with only screen sharing capability and the audio call will be continued through
the MiCollab Client.
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e Note:

Screen share is not available on MiCollab for Mobile Client.

» For CloudLink chat enabled users, a chat session will be created with all the users in MiCollab audio
call and Join Now message is displayed in the chat conversation to join the meeting.

* For non-CloudLink users in the MiCollab call, they will receive a meeting invite in their e-mail inbox.

» For external/guest users, the initiator can invite them through the Meetings application by entering
their e-mail address in the invite prompt.

@ @

» From a chat conversation (individual or group chat), long press from chat window and select Video

OR

Meet.

e @ @O
R

el (=) you know where is that file ...

OR

» Within the chat session select theVideo Meet icon from the top right corner of the chat window or long
press within the chat session and select Video Meet.

.

000

https://mitel.help/late] (& Schedule Meeting

meatinoc/miteam-me

< ) =] & @

The Meetings application is launched (desktop version-if installed otherwise web version). If you are using
MiCollab Web Client, then Meetings web application will be launched.

e Note:

The Video Meet option will only be available for CloudLink users or for users having a primary e-mail
address.
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Joining a Meeting

* CloudLink chat enabled users can click the Join Now button in the MiCollab chat conversation to join
the meeting.

0 Note:

CloudLink users must set up their account when the Meetings application is cross-launched at first
time. Follow the instructions given in the welcome e-mail to log in to the Meetings application.

* Non-CloudLink and Guest (personal and external contacts) users will receive a meeting invite in their e-
mail inbox. Click the join meeting link to join the meeting.

3.12 Ring Group and Hunt Group

Ring Group

A Ring Group is a group of extensions that ring together when a Ring Group number is dialed. It is a great
way to improve call routing and distribution in different departments in a business. With Ring Groups,
extensions can be configured for departments such as tech support, sales, or accounting and calls routed
sequentially to all extensions to ring simultaneously.

The benefits of using a Ring Group includes the following:

» Businesses can divide their workforce based on important aspects of the company, such as specialized
skills, products and services, knowledge bases, and geographic location.

* You can assign Ring Groups to each agent to customize routing according to your business needs.

» If the users are unavailable to receive a call, there are options to forward the call to the ring group's
voicemail box or transfer it to a different extension.

0 Note:

From MiCollab 10.0 onwards, users can no longer decline Ring Group calls in the Mobile Client.
Only Mute and Answer options are available.

Hunt Group
A Hunt Group is a set of connections and rules for routing incoming calls to a group of users until someone

is available or all users have been tried. If a call is routed through a Hunt Group and every user is busy, the
call is routed to voicemail.

The benefits of using a Hunt Group includes the following:
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» Effectively manages high-volume call centers

» Eliminates the need for a human to handle incoming call management

» Ensures all calls are routed efficiently

* Reduces labor costs

» Improves call handling times as calls are routed to the first available member in the Hunt Group.

3.12.1  Configuring Ring Groups and Hunt Groups in
MiVoice Business

In MiVoice Business, both Ring Groups and Hunt Groups are supported. A user can be a part of multiple
Ring/Hunt Groups and the same is visible in their MiCollab Clients.

The administrator must configure a Ring/Hunt Group in MiVoice Business and add the user's DN (Directory
Number) as a Ring/Hunt Group member. After synchronization between MiVoice Business and MiCollab
Client Service, the Ring Groups menu will be displayed in the Settings page of MiCollab for Mobile Client
under which both the Ring and Hunt Group details would be present.

You can mark yourself as present or absent (log in/log out) in the Ring/Hunt Groups by performing the
following steps:

1. From the MiCollab top header menu, single tap on your avatar to open the Settings page.
2. Tap on Ring Groups.
3. Tap the toggle switch of a particular Ring/Hunt Group to log in/log out from that group.

Or

Tap the global toggle switch to log in/log out from all the Ring/Hunt Groups.
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O ¥ .4020% 7:00 O R ®.4022%
Settings Q < Ring Groups
‘ Edit My Ring Groups ()
PRESENT
Availability: Callin progress Q
Personal Message: Your personal message... Q
My Hunt Groups
Softphone Q
Ring Groups > I# Q
@
Account: Log out
General >
Phone Settings >
Presence Privacy >

3.12.2  Configuring Hunt Group in MiVoice 5000

e Note:

The recommended client version should be 9.7 to use Hunt group feature on MiVoice 5000.

e Note:

If the server is running on version 9.7, whereas if the client is running in an older version 9.6, then the
Ring Group tab would be visible in the MiCollab client's navigation pane for a MiVoice 5000 set-up.
The client version should be 9.7 to use Hunt group feature on MiVoice 5000.

In MiVoice 5000, only Hunt group is supported and each user can be a part of only one Hunt Group.

The administrator must configure a Hunt Group in MiVoice 5000 and add the user's DN as a Hunt Group
member. After synchronization between MiVoice 5000 and MiCollab Client Service, the Hunt Group menu
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will be displayed in the Settings page of MiCollab for Mobile Client. In the Hunt Group menu, the configured
Hunt Group will be displayed as Enable Hunt Group.

0 Note:

If the Hunt Group is disabled by the administrator, the Hunt Group menu will be removed from the
Settings page of MiCollab for Mobile Client..

You can mark yourself as present or absent (log in/log out) in the Hunt Group by performing the following
steps:

1. From the MiCollab top header menu, single tap on your avatar to open the Settings page.
2. Tap on Hunt Group.
3. Tap the toggle switch of Enable Hunt Group to log in/log out from that group.

- s -
Settings Q < Hunt Group
Edit Enable Hunt Group Q

Availability: In the office

Personal Message: Bmmnm

Softphone Q

Hunt Group > #

Account: Log out

General >

Voicemail Settings >

0 Note:

In MiVoice 5000, when a user is added or removed from a Hunt Group, MiCollab for Mobile Client
does not receive any notification from MiVoice 5000. The user must log in to MiCollab for Mobile Client
again to get the latest group information.

MiCollab for Mobile Client



MiCollab for Mobile Client

3.12.3 Configuring Hunt Groups in MX-One

o Note:

If the server is running on version 9.7, whereas if the client is running in an older version 9.6, then the
Ring Group tab would be visible in the MiCollab client's navigation pane for a MX-One set-up. The
recommended client version should be 9.7 to use Hunt group feature on MX-One.

In MX-One, only Hunt Group is supported and each user can be a part of maximum four Hunt Groups and
the same is visible in their MiCollab Clients.

The administrator must configure a Hunt Group in MX-One and add the user's DN as a Hunt Group
member. After synchronization between MX-One and MiCollab Client Service, the Hunt Group menu will be
displayed in the Settings page of MiCollab for Mobile Client under which all Hunt Group details that a user
is part of would be present.

You can mark yourself as present or absent (log in/log out) in the Ring/Hunt Groups by performing the
following steps:

1. From the MiCollab top header menu, single tap on your avatar to open the Settings page.
2. Tap on Hunt Group.
3. Tap the toggle switch of a particular Hunt Group to log in/log out from that group.

Or

Tap the global toggle switch to log in/log out from all the Hunt Groups.
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Settings Q < Hunt Group

Edit My Hunt Groups
PRESEN

Availability

Personal Message: Your personal message...

Softphone Q
Hunt Group > #

By b

General >
Voicemail Settings >
Call Settings >
Presence Privacy >

0 Note:

In MX-One, when a user is added or removed from a Hunt Group, then the user on MiCollab Mobile
Client will receive the latest group information in real time.

3.13 Settings

3.13.1  Phone settings

You can specify your preferred device selection for outgoing MiCollab calls, calling mode (audio or video),
and control other phones. Also, you can set your status as Busy during native GSM calls. To change the
call settings:

1. From the MiCollab top header menu, single tap on the avatar to open the Settings page.
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2. Tap on Phone Settings to display all the options. See the table below for the list of options under
Phone Settings.

Settings Q

Personal Message: Your personal message...
Softphone

Ring Groups >
Account: Log out
General >
>
Presence Privacy >
Manage Status >
Locations >
Calendar Integration >
Schedules >
About >
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< Phone Settings
Call Using: SoftPhone
Default Calling Mode: Audio

Use Device Ringtone ()

Control other phones

Prefer mobile network for VolP Q

Voicemail

Change Mailbox PIN >

Autoplay

For more information on device selection and call using setting, see Device selection for outgoing calls
(Call Using) on page 109.

Call Using You can select any of your configured phone numbers

to make outgoing calls from MiCollab Client. See Device
selection for outgoing calls topic for more information on the
Call Using setting.

Default Calling Mode Selecting Audio or Video makes the selection as the default
mode for all outgoing calls
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Settings Description

Use Device Ringtone By default, this setting is enabled.

» If enabled, you will hear the default user-selected ringtone
(from native mobile setting) for incoming softphone calls.

+ If disabled, you will hear the default MiCollab ringtone for
incoming softphone calls.

Control other phones Enable this setting to control other phones that are
configured.
Prefer mobile network for VolP By default this settings is turned off by the administrator in the

Deployment profile.

Once this setting is enabled, the MiCollab client will prioritize
VolIP calls using the mobile network rather than Wi-Fi, when
both Wi-Fi and mobile networks are available.

This feature is intended for environments with poor Wi-Fi
coverage.

0 Note:

This setting is applicable only to iOS clients.
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Client

Settings Description

Set busy during native calls

Enable this setting to set a busy tone to all your incoming
softphone calls whenever you are on an active GSM native
call.

o Note:

This setting is applicable only to Android clients.

Android has removed the capabilities that allow MiCollab for
Mobile Client to detect the end of a call on the user's native
client. With this removal, MiCollab for Mobile Client can no
longer reliably determine when a call ends, which results in
the incorrect user's MiCollab Client status reflecting as busy
after the phone call on the native client is complete.

From MiCollab 9.7 SP1 FP1, the Set busy during native
calls setting is removed from MiCollab for Mobile Client due
to the changes introduced by Android. Prior to MiCollab 9.7

SP1 FP1, Mitel recommends the users to disable this setting

in their Mobile Clients.

< Phone Settings
Call Using SoftPhone
Default Calling Mode: Audio

Use Device Ringtone

Control other phones

Softphone Early Hold

Enabling this setting puts MiCollab
Softphone calls on hold the moment a
native call starts ringing. This is to avoid
potential audio problems in the native
calls due to known Android issues.

Softphone Early Hold

Enable this setting to put MiCollab Softphone calls on hold
the moment a native call starts ringing.

This is to avoid potential audio problems in the native calls
due to known Android issues.

6 Note:

This setting is applicable only to Android clients.
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Settings Description

Voicemail >
Change Mailbox PIN Use this setting to change the voicemail PIN.
Autoplay By default, this toggle is turned off.

Enable this setting to play the voicemail messages
automatically.

o Note:

This settings is applicable to iOS clients.

3.13.2 Managing your User Profile

The User Profile menu indicates your current Presence and personal message. By using the User Profile
menu you can:

» Change your presence status.

» Change your custom personal message.

» Enable or disable your Softphone.

» Enable or disable your Ring Groups.

* Open Ring Groups, Settings, or About menu.

» Select the outgoing number to be displayed for all outgoing calls

o Note:

Your presence status is updated based on the latest presence-change setting made in the Client.

Any setting that was updated most recently (Dynamic Status, Schedules, Calendar Integration, or
Locations) takes precedence over the former setting. For example, if you set a new presence status in
Schedules and then you update that status in your Calendar Integration setting, the status from the
calendar integration will be set as your new presence status.

6 Note:

Make sure the administrator has enabled the option to allow the users to Add/Edit the user defined
dynamic status.
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e Note:

You will not be able to delete or edit the administrator defined dynamic status.

To change the Dynamic Status:

1. From the MiCollab Client Header menu, click your avatar to open the User Profile menu.
2. Select the preferred status from the Availability drop-down list.

To add a new Dynamic Status:

1. Click Manage Status.

2, g
Click the more ( § ) menu and select New.

3. Enter the status name and select the required settings.
4. Click Done.

To add/change your personal message:

1. From the MiCollab Client Header menu, click your avatar to open the User Profile menu.
2. Enter a personal message in the Your personal message text box.

o Note:

You can also add emojis in the personal message text box. Different platforms display the same
emoji specification in different ways or do not display at all.

To change outgoing number

Refer to Device selection for outgoing calls (Call Using) on page 109 > My Outgoing Number field section
for details on how to change the outgoing number which will be displayed for all the outgoing calls.

3.13.2.1 Dynamic Status schedule

MiCollab Client allows you to manage your schedules and your Dynamic Status is updated accordingly.

To add a schedule:

1. From the MiCollab top header navigation, single tap on the avatar to open the Settings page.
2. Tap on Schedules.
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3. g
From the more ( 8 ) menu select New.
Settings Q < Schedules H

Availability: Working from home No Schedules Added
Personal Message: Your personal message...

Softphone

General >

Voicemail Settings >

Call Settings >

Presence Privacy >

Manage Status >

Locations >

Calendar Integration >

Schedutes >| el

4. Select the preferred status from the Status drop-down list.
5. Edit the time for the schedule and select the days for the schedule.
6. Tap on Done.

To edit a schedule:

1. From the MiCollab top header navigation, single tap on the avatar to open the Settings page.
2. Tap on Schedules.

3. Select a schedule.

4. Edit preferred status, time, and days for the schedule.

5. Select Done.

To delete a schedule:

1. From the MiCollab top header navigation, single tap on the avatar to open the Settings page.
2. Tap on Schedules.

3. o
From the more( 8 ) menu select Delete.

4. Select the X icon on the schedules to delete.
5. Select Done and on the Delete Confirmation dialog select OK.
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3.13.2.2 MiCollab Client presence status indicator

The Presence indicator provides contacts’ status and their presence and availability for voice and chat
functions. Circles indicate that a contact is available for chat and the phone icons indicate that only
contact’s voice presence is known (valid for only Legacy chats).

The following table describes each presence status and what each status means.

Available for chat and calls (valid for Legacy and
CloudLink chat).

o Note:

With CloudLink, depending on the user’s
Multi-device User Group (MDUG) device
status, they may or may not be available for
calls.

Away or currently locked your system or mobile.
Available for chat and calls, but may not answer
(valid for Legacy and CloudLink chat).

. *
In a Meeting Available for chat and calls, but

answers may be delayed (valid for Legacy and
CloudLink chat).

@ On the phone. Available for chat, but answers
may be delayed.

0 Note:

This icon does not appear when searching
for the user or if the user is added to the
home screen, you need to select the user to
see it. The home screen icon

o -
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Do Not Disturb: The contact is not available.
Chats may be sent and received (valid for Legacy
and CloudLink chat). Depending on the call
manager, the calls are forwarded to voicemail as
per the instances below:

*  MiVB = DN put into DND and a CFWD profile
created/enabled to voicemail (regardless of if
the user has voicemail or not)

« MX-ONE = DN is put into DND, a diversion
point needs to be configured for the DN as
required

* MiVoice 400 = DN is put into DND, a diversion
point needs to be configured for the DN as
required

* MiVoice 5000 = DN is put into DND

* aninternal call receives the busy tone even
if the subscriber has a voicemail box

« an external call is rerouted to the attendant
console

(. Not available for chat (Client is offline). Available
for calls (not valid for CloudLink chat).

\. Not available for chats (Client is offline). Phone is
busy for calls or the user is in a meeting (not valid
for CloudLink chat).

Offline: Not available for chat or calls (valid for
Legacy and CloudLink chat).

Status Unknown: Presence information is hidden
or the user is offline.

6 Note:

All members of a user’'s MDUG must be
offline. Setting the presence of an MDUG
device to Absent does not make them offline.

* Calendar Integration must be enabled
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** The Do Not Disturb behavior for your MiCollab Client depends on the call manager configured. For
more information, see the respective call manager documentation.

3.13.3 Microsoft Teams Integration / Bi-directional Presence

Introduction

The integration of Microsoft Teams presence has now been broadened to facilitate the syncing of a user's
Microsoft Teams presence with their MiCollab Client using CloudLink. This is referred to as Bi-directional

presence synchronization. Bi-directional presence synchronization can be enabled for both new users as
well as for existing users.

Prerequisites

The Bi-directional presence or the Microsoft Teams Integration feature requires:

6 Note:

The Bi-directional presence feature is available from MiCollab R9.8 SP1 onwards.

*  The MiCollab version should be 9.8 or above.

» The Microsoft Teams Configuration Settings is enabled by the administrator of the MiCollab Client
Service Admin portal. For more information, refer to the MiCollab Client Administrator Console

» The Sync Presence from Microsoft Teams to CloudLink is synchronized or enabled in the Mitel
Administration (formerly known as CloudLink Account Console). For more information, see the Mitel
Administration User Guide

Bi-directional Presence in MiCollab Client

When Bi-directional presence synchronization is enabled for a user either through assignment of the
user to Microsoft Teams profile or by checking the Microsoft Teams status in their user profile, the
MiCollab client will display only the Microsoft Teams statuses. The dynamic statuses created by MiCollab
administrator via the MiCollab user profiles, or statuses created by the user in the MiCollab client will not
be displayed or utilized in the MiCollab client as long as Microsoft Teams presence integration remains
enabled.

6 Note:

Bi-directional presence synchronization is supported only on MiVoice Business PBX.

When the Microsoft Teams presence integration feature is activated, you will receive a notification in

the MiCollab client informing about the status which will be controlled via Microsoft Teams. When the
administrator enables/disables the status/presence integration in assigned custom user profile, you will be
notified by a restart message.
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When your Microsoft Teams presence is integrated, the dynamic status dropdown in the MiCollab client
will be deactivated. The MiCollab's dynamic status will change based on the status change (manual or
automatic presence change) in the Microsoft Teams client. See the screenshots below for details:

4 /8
Availability 5

@ Your status is managed through your
Microsoft Teams account. To update your
status, please make changes directly in
Microsoft Teams.

Softphone In use elsewhere

Settings >

Version: 9.8.1

MS Teams Presence Status

' |
|
.» Your personal message.. & W

Awzilability In the office o
Softphone O

Settings ]

Logout

m
ul
=]
[ns]
(=]

MiCollab Status

When the presence status is managed by Microsoft Teams, an informative message will be displayed on
the MiCollab client, stating that the presence status is now managed by Microsoft Teams account. This

message will appear on the Availability window, Manage Status, Calendar Integration, and Schedules
pages of the MiCollab client.
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Settings Q
Pl
Q‘ f.n Edit
(/]
Availability: Available

@ Your status is managed through your Microsoft
Teams account. To update your status, please make
changes directly in Microsoft Teams.

Personal Message: Your personal messag...

Softphone

General >
Phone Settings >
Presence Privacy >
Manage Status >

o & p» B

Home Phone Messages Contacts

o Note:

With the Microsoft Teams presence status enabled, for the Calendar Integration and Schedules, the
settings panel remains accessible but with disabled controls.
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e Note:

For users with existing location programmed, the Settings panel is removed in the client.

Q  Searchor Dial X ‘5
Settings x \ Status

General > ® Your status is managed through your Micresoft Teams account. To update your status, please make
changes directly in Microsoft Teams.

Voicemail Settings > Available >
Call Settings > Away >
Emergency Location > Be right back >
Presence Privacy > Busy >
Do not disturb >
Manage Status >
Offline >
Calendar Integration >
Schedules >
About >

Q  Search or Dial X \ (—%

Settings X Calendar Integration

General > ® Your calendar is managed through your Microsoft Teams account. To update your calendar settings,
please make changes directly in Microsoft Teams.

Voicemail Settings > Calendar Integration

Call Settings > Credentials Disabled
Emergency Location > Set Advisory

Presence Privacy 5 On Busy

Manage Status >

Following Busy

Calendar Integration >

On Out of Office
Schedules >
About >

Following Out of Office

MiCollab for Mobile Client




MiCollab for Mobile Client

Q  Search or Dial X ‘
Settings X \ Schedules
General > ® Your status is managed through your Microsoft Teams account. To update your status, please make
changes directly in Microsoft Teams.

Voicemail Settings > Everyday at 4:49 PM

Call Settings o4

Emergency Location >

Presence Privacy >

Manage Status >

Calendar Integration >

Schedules >

About >

The users who are assigned to a user profile with Microsoft Teams Integration enabled, their availability
status will be one of the following Microsoft Teams presence statuses:

e Available

* Busy

* Do Not Disturb
* Away

* Be Right Back
+ Offline

With the synchronization of Microsoft Teams presence with MiCollab's dynamic status, you can simply
hover- over another user's avatar presence icon and view the real-time Microsoft Teams activity of that
user. This action will display the activity of any user which has Microsoft Teams integration enabled.

4 Select Contact(s)

Messages
(] —
Hama g R
Urgent interruptions arch Contas
ﬁ fio= only k s R. 31 Aug 11:51 AM
2
A : A ® SA. RR. et N b thaatfca @ A - Available
[ h pb c‘] 30 Aug 4:28 PM
Intne omce Status Unknown In the office Busy
’ In the office
. R
® R. 25 Aug 1:05 PM
A L Status Unknown
2
o 4= A sz
Be right back
o+ - Status Unknown [ X-YoX~]
Ub 28
17 Jul 3:30 PM
RR
8
. L p— 17 Jul 3:25 PM
DM K Be right back fp———
- suns rimour 0000
Available ‘ 13 Jul 133 PM
- Available S
SG_

MiCollab for Mobile Client




MiCollab for Mobile Client

You can edit most of the settings of Microsoft Teams dynamic statuses under Settings > Manage Status
with the exception of the status name and it cannot be edited as it is managed by Microsoft Teams. You
cannot add additional dynamic status for the same reason.

0 Note:

The Do not disturb setting is not editable for Microsoft Teams statuses.

Settings X < Edit Status
General > Enter Status Name — Non-editable field
Available
Voicemail Settings
Audio Calls
Call Using
Call Settings
Use Current Setting 4
Emergency Location > Show my outgoing number
Default v Editable
fields
Presence Privacy >
Send my calls to
My Ring Grou 4
Manage Status > LA i
Mobite «©
Calendar Integration >
DeskPhone | o
Schedules >
T
Status @ Status
Your status is managed through your Microsoft Teams account. To update your
Do not disturb > @ status, please make changes directly in Microsoft Teams.
Gone for the day > Availabie >
Away >
In a meeting >
Be right back >
In the office >
Busy >
Working from home >
Do not disturb >
Offline >
MiCollab's Manage status page without MS . ;
9 page wihout MiCollab's Manage status page with MS Teams
Teams enabled =
status enabled

When using Microsoft Teams, your presence status reflects your availability and is automatically calculated
based on your activity (Available, Away), Microsoft Teams application state (In a call, Presenting), and also
the state of the PBX phone(Busy, Do not disturb, etc).

For example:

» The presence state changes to Away when you lock your computer or when your computer enters idle
or sleep mode. On a mobile device, your presence status changes to Away whenever the Microsoft
Teams application is running in the background.

» The presence state changes to Offline if you have been Away for a while or if the Microsoft Teams
application is not running on any devices.
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*  When the presence status is Do not disturb, incoming calls are diverted to the your voicemail.
You can manually select a presence status in the Microsoft Teams application as follows:

» If you are in a call or a meeting, then select any status and it lasts for the duration of the call or the
meeting.

* You can also select any status that is less available than the automatically calculated status. The order
of statuses, from most available to least available, are as follows:

* Available

* Busy

* In ameeting
* Inacall

* Do not disturb
* Be right back
* Away

»  Offline

6 Note:

+  When you manually select a presence status, it will take precedence over any automatically
calculated status.

* Presence status change in Microsoft Teams may take a minute or more to reflect in MiCollab.

* Your presence may be out of sync if you are using the MiCollab PC, Web, or Mac client in a
background tab. It is recommended to use the PC Client in Telephony-only mode with Microsoft
Teams.

*  When you have set "automatic replies" in Outlook or your calendar has an event that is set to show
as Out of Office, your presence status in MiCollab does not align with your status in Microsoft
Teams. Others see your presence status as Out of Office in Microsoft Teams but as Away in
MiCollab when they hover over your avatar. This is because Microsoft Teams sends an Away
status to MiCollab.

e Note:

* If you disable the Do Not Disturb feature on your PBX phone but have manually chosen the Do Not
Disturb option in your Microsoft Teams application, your availability status will still appear as Do Not
Disturb. Consequently, any incoming calls will be sent to voicemail. However, your presence status
indicator will indicate that you are Available.

* ACD Hotdesk Softphone is not synchronized with Microsoft Teams to indicate the busy status when
the user makes/receives a call. Hence, your presence status remains Available in Microsoft Teams.
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3.13.4 Presence privacy settings

You can control your presence information (dynamic status, chat status, telephony status, video availability,
and calendar advisory) to be displayed to other users or not.

e Note:

Presence Privacy setting is available only if your administrator has enabled the Presence Privacy
Service in MiCollab Server Manager.

To control your presence privacy settings:

1. From the MiCollab top header menu, single tap on the avatar to open the Settings.
2. Tap on Presence Privacy.
3. To change your presence settings:

« Turn On the Show Presence setting and tap OK to reset your presence allowed list. This will reset
the presence privacy information and your presence will be displayed to all the users under the
enterprise.

» Turn Off the Show Presence setting to add users to your presence allowed list. You will be provided
with the options to add users to your presence allowed list.

» To delete contacts from your presence allowed list, tap more > Delete and select the contacts to
delete and then tap Done.

o Note:

MiCollab Client presence status indicator of a user with Show Presence setting Off will display
Status Unknown with a grey circle (presence indicator) for other contacts except the presence
allowed list. Contacts who are not part of presence allowed list can still initiate a call or chat with
that user.

"o

3.13.4.1 Requesting for presence

If a user has turned Off the Show Presence setting, other users can request the user to view the presence
information.

To request for presence:
Open the contact card for whom the presence information is to be viewed, press and hold on the empty

space and select Request for Presence. Also you can open the contact card and select Request for
Presence from the more ( ¢ ) menu.
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e Note:

Users cannot request for presence information from MiTeam, groups, or group chat.

* From the MiCollab Client navigation menu:

1. Select Settings > Presence Privacy.

2. Tap the more ( ¢ ) icon and select Add Contacts. Also you can tap the plus ( + ) icon to add
contacts.

3. Select the contacts to add and tap Done.

» After a contact sends Request for Presence, the user will get a notification in the home screen to
either Accept or Reject.

Inbox

Aly .. 3

» Tap Accept to add the contact to your presence allowed list.
» Tap Reject to reject the view presence request.

0 Note:

MiCollab for Mobile Client displays a real-time notification whenever someone requests for
presence information. Notifications will be pushed to the device even when the Client is in the
background or the device is locked.

* Open the contact card, press and hold on the empty space and select Share Presence with. Also you

can open the contact card and select Share Presence with from the more ( ¢ ) menu. The contact is
automatically added to your presence allowed list.

< * &

BG
o

+ Add to Personal
+

2o Request for Presence

Detail [+ Share Presence with

Phone Numbers
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3.13.5 Device selection for outgoing calls (Call Using)

You can select any of your configured phone numbers to make outgoing calls from MiCollab Client.

The Call Using: field specifies the device used for outgoing calls. You can modify the setting to specify
the default device for outgoing calls. Single tap on the avatar on the top header menu to open Settings >
Phone Settings.

Call Using

Prompt
Native Phone
-
DeskPhone

SoftPhone Y

The following Call Using options are available:

* Managed by Status - This option changes the outgoing device to be the preferred device selected in
the Dynamic Status. Your default device for outgoing calls changes if you change the Dynamic Status.

*  Prompt - If you want to manually choose a device before making a call.

* Mobile - The mobile device will always be used to make the call.

» Softphone - The softphone will always be used to make outgoing calls.

» Deskphone - The deskphone will always be used to make outgoing calls.

6 Note:

If the administrator selects the Call Using drop-down option as Softphone or Deskphone, then in the
MiCollab client it will show all the available devices for the same Call Using drop-down for all the users
configured on that user profile. This is applicable to only MX-One.

Emergency Calls
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During normal operations, and always in case of iOS users, Emergency calls are handed off to the native
dialer. Only in the case of Android users, if there is no cellular signal, then emergency calls will be made
using the MiCollab softphone.

Displaying calling number for outgoing calls (external calls only)

Users can choose which number will be displayed for all their outgoing calls. The outgoing numbers are
displayed in two different locations, one which is set under the dynamic status(es) created by the user, that
is under Manage Status or directly from the User Profile menu, under My Outgoing Number.

6 Note:

This feature is applicable only on outgoing CTI, Softphone, and Call Through (FMC) calls for MiCollab
users on MiVoice Business communication platforms. The system CLI number requires MiVoice
Business version 10.0.1.18 or higher to operate.

o Note:

When a user selects a number that is not the default setting under Settings > Manage Status >
Status > Show my outgoing number, the system will initiate a CTI callback before connecting the
user to the outgoing call. This behavior is primarily noticeable on iOS (Mobile) clients due to technical
limitations, which are seen in iOS. Users will briefly see an incoming call pop-up before the system
switches to the outgoing call.

e Note:

System CLI Number is applicable for calls made to external numbers only (for Softphone and Desktop
calls). This feature is not applicable for internal calls.

To select an outgoing number perform the following:

1. From the Top Header menu, press on your avatar to open the User Profile menu and then press on
Settings > Manage Status.

Or

From the MiCollab Client Header menu, you can directly press on the dropdown next to My Outgoing
Number.
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2. From the Manage Status page select the preferred status from the displayed options and from the
Show my outgoing number drop-down list, select the preferred number (Default, Restricted, or select
the CLI number (as entered by the admin) to be displayed on external party phones.

Or

From the My Outgoing Number you can directly select or change the number of your outgoing calls.

o Note:

» Select Default to display the default calling number that is selected in the Call Using drop-down.

» Select Restricted to hide your caller ID for all outgoing external numbers. The called party will
see the incoming call as “Unknown caller”. The option Restricted option is hidden by default,
and to see it in the clients it must be enabled in the deployment profile. See the MiCollab Client
Deployment Web Help for details.

3. Click Done once the outgoing number is assigned under the dynamic status under Manage Status.

My Outgoing Number field

The outgoing numbers can be easily selected from the User Profile menu using the dropdown field, My
Outgoing Number. The other option to view the outgoing numbers is from Settings > Manage Status >
Select the status > Show my public outgoing number. When you log in to the MiCollab client, the My
Outgoing Number field will display the default option From Status.

e Note:

When you select the From Status option, the outgoing number is set as per the Show my public
outgoing number field in the dynamic status that is selected by the user under the Manage Status

page.

Click on the dropdown menu to select the desired CLI number. The dropdown menu for My Outgoing
Number displays only the label assigned to every CLI number. To view the CLI number assigned to a
label, hover over the label to display the number in the tooltip. The tooltip is not visible for the options From
Status, Default, and Restricted.

Once an outgoing number is selected, it is also displayed in the client's footer menu (The setting is shown
under the Settings page in Mobile Clients) as Public outgoing number <label> <number>. If the value of
the My Outgoing Number field is Default or Restricted the footer does not display any number.

When the outgoing number is selected from the My Outgoing Number field, it takes precedence over the
number that is selected under the dynamic status field.
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Overriding the outgoing number (internal and external calls)

Users can override their public outgoing number by enabling the overriding feature. It can be enabled by
dialing the given overriding code (example, *89) from the softphone or deskphone.

For example, Dial *89*5000# from the Client to change the outgoing number to 5000 irrespective of the
selected dynamic status.

Where, *89 is the overriding code and 5000 is the group number.

e Note:

The outgoing number selected using the overriding feature will have precedence over the Flexible CLI
number selected from the dynamic status menu.

6 Note:

The selected outgoing number will be displayed in the Client’s footer menu.

Users can remove the overrides using the given override removal codes. After the removal, the flexible CLI
number in the current dynamic status will be activated automatically.

In the above example, to remove the override, dial #89## from the softphone or deskphone.

e Note:

*89 is also applicable for internal calls.

3.13.6  Softphone settings

If your system administrator provisioned a softphone for you, you can activate your softphone. To activate
your softphone:
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e Note:

If the client is in offline mode and the user has previously disabled the softphone, they can manually
re-enable it. However, if the softphone was disabled due to registration being claimed on another
device, the softphone toggle will remain inactive, displaying an error message. This prevents having
multiple active softphones on the same Directory Number (MiVB only).

1. Open MiCollab for Mobile Client.

2. Single tap on the avatar on the top header menu to open Settings > Softphone. Under Softphone, tap
the toggle button to On to enable the softphone.

o Note:

The toggle registers the configured softphone with the Call Manager.

3.13.7 Dialpad Settings

You can specify the settings to automatically start the MiCollab for Mobile Client with the Dialpad as home
screen.

To manage the settings:

1. From the MiCollab top header menu, single tap on the avatar to open Settings > General.
2. Turn On the Show Dialpad at Startup setting.

3.13.8 Using Teleworker

Mitel Teleworker service enables you to work remotely with full access to voicemail, conferencing, and
other features of the office phone system. The service is a secure solution which turns any Mitel IP phone
or softphone into a teleworker set. To activate the teleworker setting:

1. From the MiCollab top header menu, single tap on avatar to open Settings.
2. Tap on General.
3. Enable the Use Teleworker setting.

< General

Use Teleworker O

6 Note:

In Mobile Clients, the Teleworker option cannot be configured or enabled.
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e Note:

Disable the Use Teleworker setting while connected to a VPN.

3.13.9 Managing notifications

MiCollab Client shows taskbar notifications and alerts in the following instances:

* Notify new chat message

* Notify on incoming call

* Notify on missed call

* Notify new voicemail

* Notify new fax

* Notify on presence request

To enable the notifications on MiCollab Client:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.
2. Tap on General > Notifications.
3. Under Notifications, turn On the required notification settings.

3.13.10 Calendar integration

MiCollab Client provides integration with your Microsoft Exchange calendar if supported by your
organization.

To enable the calendar integration:
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1. From the top header menu of the Mobile Client, single tap on the avatar to open Settings > Calendar

Integration.
Settings Q < Calendar Integration
. Edit Calendar Integration Q
Credentials Success
Availability: Working from home
Set Advisory
Personal Message: Your personal message...
On Busy
Softphone
Callin progress v
Following Busy
General >
Working from home v
Voicemail Settings >
On Out of Office
Call Settings >
No change v
Presence Privacy >
Following Out of Office
Manage Status >
No change v
Locations >

Calendar Integration )‘ #

Schedules >

2. Set the Calendar Integration toggle to On.
3. Tap on Credentials and enter your primary e-mail address and exchange username.

e Note:

If the calendar is integrated with Microsoft Exchange or Office 365 through an impersonation
account, the user is not prompted to enter credentials. The impersonation account will be used to
read the calendar information.

4. Tap OK.

On successful calendar integration, a Success message is displayed.

After successful calendar integration, enable Set Advisory to display the advisory message based on your
events in the calendar. The following advisory messages are displayed:

* No appointments today: If there are no calendar events.
* Next appt at < time>: Your next appointment time in your calendar is displayed.
* In appt until <time>: Your current appointment ending time is displayed.

Based on your calendar appointments (On Busy, Following Busy, On Out of Office, or Following Out
of Office), you can automatically set your preferred dynamic status. For example, from the On Busy drop-
down menu, select In a Meeting status. This automatically updates your dynamic status to In a Meeting
when you are in an appointment.
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3.13.11 Automatic Recovery of Ongoing Call

MiCollab for Mobile Client will attempt to automatically recover an ongoing call when a network switch
happens during a call (from WiFi to Mobile data network or vice-versa).

While you are traveling or are in a hotel or in an airport, if softphone audio over WiFi is poor, turn off WiFi
and switch to alternate network connection.

e Note:

If your MiCollab for Mobile Client is connected using a mobile data network, data charges from mobile
carrier might apply.

3.13.12 Name Sorting

You can sort the order of names of the MiCollab clients by using the Name Sorting option.

To sort the order of the names:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.
2. Tap on General.

3. Tap on Name Sorting.

4. Select one of the drop-down options from the Sort By field.

You can sort the names with the usual First,Last name or you can select Last,First name.

Sort By
first,last o

first,last

last, first

e Note:

After a factory reset on the client or when a different user logs in, the name sorting gets back to the
default setting, that is First,Last name.

Whereas a local restart on the client does not change the local setting value.

Selecting Last,First name sort option will have the following changes in the MiCollab Client:
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1. Contacts Page:

» All the contacts under Groups, Corporate, Personal and External will display reversed formatting.
» Sorting of names will be done alphabetically based on last name.
2. Search option:

» All search results will be sorted alphabetically based on the last name for all the contact and their
related entries (Contacts, Calls, Chats, etc.)

3. CloudLink Chat:

»  While tagging a user in CloudLink Chat component, the names displayed will be in the last, first
name format.

3.13.13 Remote Extension

6 Note:

This feature is only applicable to users on MiVoice MX-One communication platform.

A Remote Extension allows you to connect an external telephone number, such as your cell phone number
or home phone number to your office and have it operate as if it was a local extension in your office. Using
the Remote Extension feature, the user can now configure a remote extension number through a MiCollab
Client.

e Note:

This option was previously configured only by the administrator or in the communication platform, but
now this can also be performed by users.

o Note:

A user can only delete the Remote Extension numbers from the client which are created by them.

To add remote extension numbers:

1. Tap on General > My Numbers.
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2. g
Tap the more ( ® ) menu and select New.

The Add Number pop-up window opens.

Add Number

Label

Publish

3. In Add Number pop-up window, add a Label and the Number, and select the checkbox for Remote
Extension.

Selecting the checkbox makes the added number a remote extension number.
4. Tap Add.

The added number gets displayed under My Numbers.

e Note:

The Remote Extension checkbox and Number Field will be disabled if any of the conditions mentioned
below is met. An " i" icon would be displayed next to the Remote Extension checkbox, which will
display the following information.

Checkbox will be disabled if the number is:

» Configured in any dynamic status
» Configured by the administrator or in the communication platform
» Active remote extension
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o Note:

Remote Extension numbers configured by your administrator or in the communication platform will
also be displayed under My Numbers.

6 Note:

The remote numbers created by your administrator or in the communication platform will be prefixed
with a default text that the user can update.

e Note:

User-defined remote extension numbers must be in the format " destination code followed by the
number".

For example, the remote extension defined is 09878xxxxxx.

e QOis the destination code
e 9818xxxxxx is the number

e Note:

A user can add a remote extension by themselves only when an admin provisioned remote extension
is present. If there is no admin provisioned remote extension, the user will not be able to add any
number as a remote extension.

After setting an Active remote extension number, the same number will be displayed within the Place Call
With prompt menu when a user tries to make a call and in the right-drawer menu below the softphone
settings.

FMC Call Through modifications using remote extension:

FMC Call Through modifications using a remote extension will be achieved via the following steps:

1. In the Edit Number page, a Call Through checkbox is displayed. Check the Call Through box to
configure FMC call through.

2. For the FMC call through to work, same remote extension number needs to be configured in the current
dynamic status whose FMC checkbox is enabled in under My Numbers.
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3.13.14 MiCollab SMS feature

This section offers a comprehensive explanation on how to create SMS/text groups using the MiCollab
Client. Refer to the MiCollab Solution Guide - Enabling the SMS feature, for detailed information on
prerequisites, enablement of the feature, general SMS rules, and troubleshooting the SMS feature.

3.13.14.1 MiCollab Text/SMS messaging

In Release 10.0, the MiCollab SMS feature brings in two new tabs to the Messages menu: the Text tab and
an additional Admin tab. The Admin tab is exclusively accessible to users with administrator privileges.
The administrator privileges are set from the Mitel Administrator console. For details on how administrative
privileges are set, refer to Enabling the Twilio account and SMS enablement from the Mitel Administration.

This feature allows MiCollab users to have the ability to send and receive text messages through a partner
provider number; Twilio is the SMS service provider for this feature. The outbound and inbound messages
can only be texts, media or both. The supported media formats are restricted to PDFs and image files as
attachments.

0 Note:

The PDF and images should not exceed more than 5 MB, a restriction imposed by Twilio. Wireless
carriers may impose possible tighter limitations on attachments.

0 Note:

When peered servers are integrated with the same CloudLink Channel partner account, the names
of peered server users will be shown in the Chat component, Info page, and on the Edit page for
Streams, Text streams, and Admin streams. Otherwise, it will display as an unknown user.

& S0 T, Lead Consultant
MiCollab Q  searchorDial x 39 Intheoffice

Messages $ SMS Test Group ®

@ SMS Test Group
(9 Provider number added Today 12:05 PM

Yesterday 2:02 PM

IGIG]

Yesterday 1:58 PM
Yesterday 1:04 PM

Yesterday 12:48 PM
TODAY + DECEMBER 15, 2023, 12:05 PM

Yesterday 11:06 AM
System 12:05 PM

SMS enabled. SMS messages will be sent/received using number (408) 650-5736 o
13 Dec 9:18 PM

5B B B8

13 Dec 9:01PM

8

13Dec901PM

¢ softPhone )
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3.13.14.2 Contact Management

This section outlines the process of handling CloudLink contacts within MiCollab Clients. Only MiCollab
Client users with SMS Admin privileges can create External Contacts and these contacts will be
designated as guest contacts on CloudLink, and they will be accessible at the account level (CloudLink
channel partner account). All users within that account can access these contacts, which will be
showcased in the External tab of the Contacts menu in the MiCollab Client.

When you add an external contact with the same number as an SMS member, the SMS member's name
will be displayed instead of the number.

o Important:
As an administrator, it's absolutely critical to prioritize data privacy when adding external contacts,
including their names and numbers. This is an essential step for maintaining the confidentiality and
security of the information available to MiCollab users.

6 Note:

When using the MiCollab Mobile clients, an extra option appears showing +Add to personal when
selecting an external contact.

o Important:
The Add Contact, Delete Contacts, and Edit permission is restricted to ONLY SMS users with
administrator privileges.

When a user starts a global search for external contacts, the search will include guest or CloudLink
contacts and external contacts (Active Directory contacts) and show the results from both sources.

MiCollab Q  Search or Dial X Pl. In the office

Contacts ] guest number

Groups Corporate External
Test Guest E N

Tt

- o6

“ guest number
EN

kimmy 3 Phone Numbers

K3
+1408-997-6543 Q

kimmy 89
K8 Y

kimmy latest

KL

Kkimmy sms

KS

latest fu external

LE

¢ DeskPhone (99*00)

MiCollab for Mobile Client




MiCollab for Mobile Client

To add a new CloudLink contact

1. In the Contacts menu, from the External contacts tab, click on the More menu.
2. From the More menu, click on Add Contact.

The Add Contacts window opens.

X Delete Contacts

3. In the Add Contacts window, enter the Name , the Phone number (which is a mandatory field), and the
Primary email address of the contact.

Phone Number Required

Primary Email Address

4. Click Save.
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o Note:

If a user attempts to save a contact with a duplicate number, email, or both already existing in the
directory, they will receive a pop-up natification informing them that the number or email is already
in the system.

MiCollab Error

Email already exists. Please add a different email

MiCollab Error

Mumber already exists. Please add a different number

MiCollab Error

Email and phone already in use. Please use different ones.

To delete a CloudLink (External) contact
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To delete the CloudLink contacts that are listed under the External contacts tab, perform the following:

1. In the Contacts menu, from the External contacts tab, click on the More menu.
2. From the more menu, click on Delete Contacts.

F’i Add contact

X Delete Contacts

3.
The delete icon ( x ) appears next to all the CloudLink contacts listed under the External tab. Select
the contacts, delete them individually and click Done.

After you click on Done, a popup window will appear asking you to confirm your action.

: ]
MiCollab (@ searchorpal x ) P1_ intheoffice

Contacts $ .t guest number $

Home
Groups Corporate External

Phone W a

Messages TG Test Guest X EN
% Ad-hoc Meeting
Tt
. T . 006
External Application i guest number
EN T° x
K_3 ammy 3 x Phone Numbers
+1408-897-6543 N\
kimmy 89
kg *
<, kimmy latest
KL * I

kimmy sms X

KS

" latest auue external .~ N~

T ST

¢ DeskPhone (99*00)

0 Note:

While conducting an external contact search, deletion is restricted to CloudLink or Guest contact
and not applicable to AD users. Therefore, in instances where a search yields results for both AD

and CloudLink / Guest contacts, the delete icon X will only appear for the CloudLink contacts,
with no corresponding icon displayed for AD users.

To edit a contact from the Contacts card
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0 Note:

The more menu under the contact card has options to Edit , Delete and Add to Shortcuts options.

With the Edit option, you can only change or modify the name and the email ID of the contact. The phone
number cannot be modified.

1. In the Contacts menu, from the External contacts tab, select one of the CloudLink contacts from the list
of contacts.

The right pane will display detailed information about the selected contact.
2. From the top-right corner of the Contact card, select the Edit option from the More menu.
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3. In the Edit window, modify the Name or the Primary Email Address fields and click Save.

+140883/7991

Primary Email Address

To delete a contact from the Contacts card

1. In the Contacts menu, from the External contacts tab, select one of the CloudLink contacts from the list
of contacts.

The right pane will display detailed information about the selected contact.
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2. From the top-right corner of the Contacts card, select the Delete option from the More menu.

The confirmation window opens.

3. Click OK to delete the contact details.

Delete Contact

Do you want to delete this contact?

T I

To add a contact as shortcuts on the home screen

1. Open a contact name from the Contacts tab > External.
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2. Right-click the contact name to open the context menu and select Add to home.

Contacts

Groups Corporate External

Fs

. +1 .- - I
. (=0 e sase

Q, Call +12033454434

o) (MRS 5 Chat

~

&  Email

. (- Contact

{3 Addtohome

. (= e wendq T Cony

6 Note:

In the context menu, Chat, and Copy options are disabled (grayed out). The Email option would
appear grayed out if the contact does not have an associated Email ID entered. The available
options are Call, Contact, and Add to home/Remove from home.

OR

Click on the contact name to open the right pane. Open the more menu from the Contacts card, select
Add to Shortcuts.

The contact gets added to the Home screen.
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0 Note:

If the contact is already added to the Home screen, then the Add to Shortcuts option will be
grayed out in the Contact's card and in the context menu, the Add to home will show as Remove
from home.

Contacts

Groups Corporate External

rFs

. o -———
Q,  Call +14088377991 I
. e e sane ® cha

~  Email

Contact

<%  Remove from home

. PN -
[0 Copy




Troubleshooting

This chapter contains the following sections:

* Reset MiCollab Client to its default settings

* MiCollab Client diagnostics

« MiCollab Client-server connection issues

The Send Diagnostics option allows you to create and send an issue report for your system administrator. The

following table provides additional troubleshooting tips for MiCollab Client.

Problem or Error Probable Cause Solution

Call error, send a diagnostic report

No network connection

Check Internet or network
connectivity

The number was not recognized
or

call failed

Dialed or transferred the call to an
invalid number

Check if the number is valid

Softphone not available

Softphone is disabled

Check if the softphone or
deskphone is configured for the
user

Call error

No devices available to make a
call

* Check if the softphone or
deskphone is configured for the
user

» Check if the softphone is
registered on the Client. From
Client's footer, click on device
selection and enable the
softphone

Outgoing call not initiated with
a warning that no devices are
available

Neither a PSP or a CTl device is
free or enabled

Enable a softphone or connect a
deskphone

Issues after downgrading the client
to older versions

Client folders not deleted after
downgrading

Delete the files and folders
manually before downgrading
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Problem or Error Probable Cause Solution

Failed to send the report
or

User not able to send diagnostic
logs

Proxy setting connection between
Client and server

Bypass the proxy server for the
server. Create an exception for the
server.

SIP call terminated

The SIP ALG setting on the router
is turned ON.

A setting on the router called as
SIP ALG should be always turned
off for SIP/VolIP Calls

No audio/audio issues were
experienced during PC client calls

Incorrect/wrong devices used

This can be corrected by the
following steps:

*  Open the Windows Sound
Panel (via mmsys.cpl) and
disable the exclusive control for
every audio device - playback
and recording).

»  Switch to Windows 10 Sound
Settings — App specific Sound
Settings where a list of running
apps and associated audio
devices is presented. There
you can find an option to reset
to MS default settings at the
bottom.

Presence functionality breaks if
the network/wi-fi connection is
disconnected. MiCollab Client may
show incorrect presence

Client did not subscribe for the
user's presence after the network/
wi-fi is reconnected

Client restart is suggested to
resolve this issue

Unable to reset password

User entering e-mail ID instead of
login ID

Enter the login ID and proceed to
reset the password

User is an AD user

Contact Administrator for resetting
the password

Invalid user name

Contact Administrator for a valid
user name

User is not authorized to reset the
password.

Contact Administrator for resetting
the password
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Problem or Error Probable Cause Solution

No network connection Check the Internet or network
connectivity

4.1 Reset MiCollab Client to its default settings

If you want to reset MiCollab Client to its default settings, you can use the Factory Reset setting. To reset
to Client settings to factory defaults:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.
2. Tap on General > Factory Reset.
3. Select OK in the dialog box to reset to Client settings to factory defaults and logout MiCollab Client.

4.2 MiCollab Client diagnostics

MiCollab Client users can gather information about any issues experienced and provide to the
administrator team for help troubleshooting the Client. The diagnostic report provides diagnostic and
troubleshooting information for a failed Client session. To send the diagnostics report:

1. From the MiCollab top header menu, single tap on the avatar to open Settings.

2. Tap on General > Send Diagnostics.

3. In the Send Diagnostics section, enter a short description of the issue in the first text box.
4. Describe the issue in detail in the second text box.

5. Tap on Send.

o Note:

Select Delete Diagnostics Logs to delete the diagnostics report.

4.3 MiCollab Client-server connection issues

When a user starts the MiCollab Client with an active internet connection but no MiCollab Client server
connection, the following list indicates that the client has limited functionality.

On Mobile Client:
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» A grey banner at the top of the client.

Tapping the banner will display the warning dialog.

A dialog box is displayed with an alert that the Server access has been lost and limited services are
available.

When the MiCollab Client-server connection is re-established, you will see a prompt to restart the Client to
recover the full functionality. Until you restart the client, it will be in "no server connection” mode.

Available features when the Client cannot connect to the server

* View your cached data such as Contacts, Call History, and Voicemail
* Use MiTeam

» Make and receive calls using the Softphone (This condition applies only if the softphone has been
registered prior to the loss of connection)

* Use chat functionality



Appendix- Best Practices for MiCollab 5
Android Client

This chapter contains the following sections:

*  Keeping the Client Alive in the Background
* Receiving Push Notification on Phones
* MiCollab Notification on MiCollab Client

5.1 Keeping the Client Alive in the Background

Android phones have a different architecture for handling background execution of applications, which
evolves with every new Android version.

Android processes applications running in the background and those running in foreground separately. But
this causes quick draining out of the battery of Android phones. In the earlier versions of Android, there
were no restrictions on the applications running in the background.

With the later versions, Android has the capability to stop applications from running in the background so
that resource and memory usage is based on the need.

Until MiCollab 8.1.x, Android clients were using the exception Ignore Battery Optimization with the user's
permission for receiving events from MiCollab server. However, with MiCollab 9.0 onwards, the Android
client, in compliance with Google recommendations, drops the Ignore Battery Optimization exception
and runs the FCM Push Notifications to keep receiving events from MiCollab server. This way, MiCollab
Android client can receive events even when an application is not running, which was not possible with the
earlier MiCollab 8.1.x clients.

5.1.1 Best Practices to Prevent MiCollab App from Getting
Closed by Android

Following is a list of some of the best practices and the Android settings that a user can configure to keep
MiCollab Client running for a longer time.

» Disable the option Battery Saving or Power Saving mode setting
* Whitelist MiCollab Client app under the Battery Saving settings
» Stop using Task or App killer applications

* Run fewer applications in the background

» Keep interacting with MiCollab Client more frequently

5.1.1.1 Disable battery saving/power saving settings

For Android phones running the Lollipop version or later versions, the Power Saving Mode helps the
phone user save battery power.
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Usually, it is recommended that users turn on the Battery Saving Mode when the battery charge goes
below 15%, which helps keep the phone alive for a longer duration. However, Power Saving Mode or
Battery Saving Mode disables an important feature of the phone, which is data syncing and closes all your
favorite applications aggressively. A user should disable the power saving mode using the steps shown on
a Samsung device as listed below.

o Note:

Although most of these settings are by default provided by Android, some of these are modified by
OEMs on their devices. Therefore, Ul settings and options may not be the same for all devices.

EO0.. ®@ T410%50237pm EOO.. & T.u10%0238pm @EOO.. B@ Tal10%0238pm E@EOO .. @ T .al 10%0 2:39 pm
SETTINGS < DEVICE MAINTENANCE B < BATTERY B < BATTERY

Notifications
0 USB connected USB connected

Display

11( BATTERY USAGE BATTERY USAGE
Wallpapers and themes /100 BA "

Power saving mode Power saving mode
Advanced features & J
Device maintenance
A Your phone's maintenance status is good. Tap
below to improve it. This won't affect your
Apps personal data
App power monitor App power monitor

Lock screen and security

5 U
Cloud and accounts - o -
SLEEPING APPS (8 SLEEPING APPS (8
Storage Memory  Device security
Unmonitored apps Unmonitored apps

Google

5.1.1.2 Whitelist MiCollab with battery saving/power saving
settings

Users can opt to whitelist the MiCollab Client app in the Battery saving or Power Saving mode settings,
instead of completely turning off the battery optimization for all apps. This prevents closing the MiCollab
Client app for battery saving by Android.

Steps to perform the whitelisting settings are shown in the screenshots below:
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@Oe.. BG& Ta10%0239pm HOQ.. B® Ta10%0239pm EHOEe . B @ ¥ .4l 10%02:40 pm
< BATTERY s < (_UNMONITORED APPS s < UNMONITORED APPS
BATTERY USAGE
These apps can use as much power as they These apps can use as much power as they
want and App power monitor will not do want and App power monitor will not do

anything to stop them. anything to stop them.

o Duo c Duo
sage per hour: 0.01 Jsage per hour: 0.01

OFF MAX
+  Add apps

App power monitor ®

Power saving mode

ode below to extend your battery life to up

+  Add apps

App power usage is optimised

9.1.1.3 Stop using app killer/battery optimization
applications

Most of the phone and battery optimizing apps close all the background processes for freeing up RAM and
reduces the load on the phone. This may boost the phone speed, but as a result, you will find your favorite
apps getting closed more frequently.

Users can add the MiCollab Client app in the whitelist or ignore-list of apps, on which task killer apps do
not apply restrictions. If whitelisting does not resolve the issue, then uninstall such optimizer apps. See the
FAQ or help section of these apps to find out how to whitelist specific apps.

Screenshots for whitelisting the MiCollab Client in the Advanced Task Manager app are given below.

ADVANCED

TASK MANAGER

ADVANCED

TASK MANAGER

) Er—

ADVANCED

Ignore List Ignore List e R NAGER

Memory: 888.0MB | Battery: 14% Memory: 888.0MB | Bal

| @ MyJio I@' Instagram = l@' Instagram - ‘ @ MyJio
— -4 Services -
| @ s B vers LI & |
@ Uninstall — —
| G S Memo & 7 wemo &[G S
1.6MB OTHER 1.6MB
MiCollab MiCollab
|@ 150.0MB G+ Community Messages & Messages & ‘@ 50.0MB
MiCollab @ MiCollab @
INFOLIFE FAMILY @ | . WiColab i added in g s
. Task Killer will not kill MiCollab whe!
& Easy Uninstaller My Files & My Files &
49 History Eraser e My Galaxy & e My Galaxy '~
S The Voyage @ MyJio [~ @ MyJio [~
[
Amber Weather © Nearby & © nNearby '~
@ Easy nstaller . OfficeLink & . OfficeLink )
] v 3B
o B - P e
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5.1.1.4 Do not keep too many applications running in the
background

Keeping a fewer apps running in the background will reduce the chances of Android closing the MiCollab
Client.

5.1.1.5 Keep interacting with MiCollab frequently

Frequent interactions with MiCollab Client will make the MiCollab app one of higher priority in the task
list and thereby it will reduce the chances of Android closing MiCollab Client to reclaim device resources.
Android closes applications that are in LRU task list (Least Recently Used list) before closing those of
higher priority in the task list.

By following the above-mentioned best practices, users can keep its MiCollab Client running for most of the
time.

5.2 Receiving Push Notification on Phones

Notifications on an Android phone may be delayed by up to 15 minutes, and sometimes they do not even
reach the device until the user opens the MiCollab Client. This can be prevented by making changes to
the settings on the user’s device. This section describes end-user settings for troubleshooting notification-
related issues on Android devices.

Following are the primary reasons for which notification delays occur:

* Android settings for Wi-Fi/Mobile data usage

» Battery saving/Power saving mode setting provided by Android
+ Killing an app manually from the history list

» Using task/app killer apps on the phone

» Restricted background app activity

» Device-specific global notification settings

* App-specific notification settings

» Data Saver settings

» Decrease in Android Heartbeat Interval

We have investigated the above scenarios with the help of a Samsung device to guide a user on how to
enable and disable the feature or whitelist MiCollab Client.

5.2.1 Modify Wi-Fi/Mobile data usage settings

If you receive notifications as soon as you unlock your phone screen, then there is a chance that the
setting is such that your Wi-Fi gets disabled when your phone goes to sleep mode. This setting is suitable
for saving battery life, but it is not a preferable option because it comes at the cost of data syncing.

To change this setting:
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1. Go to phone Settings and tap Wi-Fi.
2. Tap the main menu at the top-right corner and select Advanced from it.
3. On the next page, set the Keep Wi-Fi on during sleep option to Always.

This keeps Wi-Fi on when the phone goes to sleep mode because of which notifications are shown on

time.
dEe. © J11%01128sm WEE.. 4l 11%011:28 am &
< WiHFi WI-FI DIRECT < ADVANCED = < ADVANGED
ON [ Smart network switch Smart network switch
! . Automatically switch between Wi-Fi and
) i mobile data and save frequently used Wi-
apple Wi-Fi Network work Fi networks.
HCL-CORP Manage networks |
y | Keep Wi-Fi on during sleep
HCL-GUEST
WPS push button | Always
{ (Increases battery
HCL-PREMIUM ! | consumption)
mac3sj WPS PIN entry v () While charging
Mitel \ | 9) Never
(Increases data usage)
MITELODC-SECURE |
| CANCEL
OnePlus 6T )
Install network certificates Install network certificates
] or di Install security certificates from your device
vivo 1804 storage
AndroidAP0359 Wi-Fi control history
) o o <
o Scroll Draw Crop Share
LinksysA6054 captute MAC address : EB:50:8B:67:AF-0A

IP address : No network connection

5.2.2 Modify battery-saving/power-saving settings

While the Power Saving mode is enabled, no app can sync data in the background to keep the user
updated; because of this, the user does not receive any notifications. Users should not keep the Power
Saving mode enabled all the time. They should enable it only when the battery charge is low and when
they are not expecting any important messages.

5.2.3 Do not kill an app manually from the history list

Do not close the MiCollab client app from recent history by swiping (methods to close an app may differ on
different Android versions). Android treats apps closed in this manner as unwanted apps killed by the user
and stops delivering notifications to such apps.
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5.2.4 Restrict use of app killer or battery optimization apps
on the phone

Most of the phone and battery optimizing apps close all the background processes for freeing up RAM,
which in turn, lessens the load on the phone. This may boost the phone speed but leads to delayed or no
notifications from MiCollab Client.

User should try to whitelist the MiCollab Client app from optimizations, so that Android would not restrict
the MiCollab app from using background data and allows it to keep running in the background as long as

possible.

If whitelisting is not available for a feature, then disable the respective optimization to ensure that MiCollab
Client keeps working in the background.

5.2.5 Enable background app activity and data restrictions

Applications need to sync data in the background for receiving push notifications.

Go to the Application Information section of MiCollab Client and enable background activity and data
restrictions.
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APPLICATION INFO

MiCollab
Version 9.0.14

UNINSTALL FORCE STOP

USAGE INFO

Battery
3% used since last fully charged

Storage
148 MB/32.00 GB of Internal shared storage used

Memory

34 MB/1.7 GB used on average in last 3 hours

APP SETTINGS

Notifications

< DATA USAGE

@ MiCollab

1-31Aug v

Total
Foreground
Background

Allow background data usage
Allow this app to use mobile data in the
background

Allow unrestricted data usage
Allow this app to use mobile dat C
restrictions while Data saw

46.a111%011:35 am

876 KB
439 KB
437 KB
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5.2.6 Check device-specific notification settings

Users must ensure that the MiCollab app is enabled to receive notifications.

[ r] B@ T.a414x01231pm @

B T.al14%012:32pm

< NOTIFICATIONS ADVANCED < NOTIFICATIONS ADVANCED

Select which apps you want to receive
notifications from.

All apps

lﬁ Appium Settings

@,
i) Beaming Service .
G Briefing &
e Calculator m
19 Calendar 0
@ Chrome ‘
g Contacts -
N
L Drive
&
@ Dropbox n

MiCollab O

My Galaxy
MyJio
Nearby
OfficeLink
OneDrive
OneNote
Peel Remote
Photos
Popcorn

PowerPoint

@ \nira

ird

@ ¥ .414%012:33 pm

< NOTIFICATIONS ADVANCED

v0a 00006

e

Messages

MiCollab @
My Galaxy

MyJio

Nearby

OfficeLink

OneDrive

OneNote

Peel Remote

Photos

Popcorn

9.2.7 Check app-specific notification settings

Ensure that the app-specific settings are specified based on priority.
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WEM.. #.a111%211:35am  GWEGQ.. 1€ .4l 11%211:36 am
APPLICATION INFO < APP NOTIFICATIONS
Storage

@ MiCollab

Allow notifications

Receive not s from t

ding notif n messag
ration

147 MB/32.00 GB of Internal shared storage used

Memory

37 MB/1.7 GB used on average in last 3 hours

APP SETTINGS

Show silently
Do not make a sound or vibrate, and block
previews in pop-ups

Notifications
Set as priority

Permissions
Camera, Contacts, Location and Microphone

Set as priority

Allow notifications from this app to sound (
and turn on the screen while Do not disturb

s enabled

Set as default
None set as default

ADVANCED

Apps that can appear on top
off

Change system settings
Off

5.2.8 Whitelist MiCollab Client with data-saver setting

For the MiCollab app, always set the data usage to Unrestricted, so that the app always keeps running.

Oew. @ %4l 18% B 12:30 pm Upe.. @ €.l 18%812:31 pm
Ringtone ™
SETTINGS a < - Q @B — o
i-Fi USAGE
SOFTWARE UPDATE X WiFi «
Tap here to update the firmware to the latest 99 M B of mobile data
version and use the latest features. Bluetooth 1-31Aug
Connect to ne uetooth devices:

B Connections,
W-Fi, Blue

Jight mode

~]y  Sounds and vibration
D)

Sounds, Vibration, Do not di

to find your phone

0B 2.00GB
ning at 2.00 GB

Data saver
Off

Notifications i MOBILE
Block, allow, pricritise Flight mode
le calling and messaging functions Mobile data
off Mabile
Display ‘ e intemet through your mobile @
Brightness, B sht filter, Home

Wallpapers and themes

Wallpapers, Themes, Icons

Advanced features

Games, One-handed mode

Device maintenance
B:

e, Memory

NFC and payment

mobil

writ

Moabile hotspot and tethering
Mobile networks

Location

Mobile data usage

99.38 MB used between 1 - 31 Aug

Billing cycle
01 day of each month

WI-FI

W F Anda cianma
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HOE@.. @ .l 18%01232pm EHOE@.. @ Ca17%01232pm EEE@.. @ .l 17%212:32 pm

< DATASAVER ALLOW UNRESTRICTED DATA USAGE <" ALLOW UNRESTRICTED DATA USAGE :

<
ON O k Google Play services } Google Play services

Allow unrestricted data usage @ MiCollab O @ MiCollab O

ANT Radio Service ANT Radio Service
To help reduce data usage, Data saver ‘ . . X
prevents some apps from sending or receiving . ANT+ Plugins Service _ ANT+ Plugins Service
data in the background. Also, apps that are
currently in use can access data, but may do 5} Appium Settings i)' Appium Settings
so less frequently. For example, images may
not be shown properly until you tap them. D Briefing G Briefing
Calculator Calculator
14  Calendar 14  Calendar
@® Ccamera @® cCamera
Chat Chat
e Chrome G Chrome

! Plank ! Clank

529 Decrease Android Heartbeat interval

Almost all the messaging apps in Android phones use Firebase Cloud Messaging (FCM) service to send
push notifications. A user’s phone must maintain a stable connection with the FCM service to ensure that
the apps receive timely notifications.

For this purpose, the phone will send a network packet called heartbeat every few minutes to ensure that
the device is connected and is able to receive notifications. The packet interval is 15 minutes for the Wi-Fi
connection, and 28 minutes for a mobile data connection.

The problem with this setting is that most routers and carriers disconnect from an inactive port after a few
minutes of inactivity, usually 5 minutes, and therefore, if the device does not receive a notification within 5
minutes, then the connection with the device is terminated. The device does not receive any notifications
until another packet (heartbeat packet) is sent, and a connection is made.

To solve this problem, the frequency of sending the heartbeat packets must be increased.

A free app called Push Notification Fixer enables users to do this. After installation, this app displays two
options: Mobile heartbeat interval, and Wi-Fi heartbeat interval.

By default, both options are set to 5 minutes, which is perfect because most connections usually timeout
after 5 minutes or more. Users’ needs to tap the Apply button to apply this heartbeat interval settings, and
the device should start receiving timely notifications.
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=i 2 ¥3C4 = 42% 548 AM

PNF No-Root
Mobile heartbeat interval

5 minutes (recommended) Settings

. Mobile heartbeat interval

O 6 minutes Preferred Mobile heartbeat interval set to 5
minutes

O 7 minutes

Wi-Fi heartbeat intery;
O 8 minutes Preferred Wi-Fi heart interval set to 5 minutes

O 9 minutes Apply settings
Needed when you change heartbeat intervals

O 10 minutes

Donation

O 11 minutes
Donate now

= Make a little donation to the developer
O 12 minutes

O 13 minutes

CANCEL

Increasing the heartbeat interval impacts the overall battery timing of the device. However, the impact

is very minimum, and the device would not see any noticeable difference in battery time after installing
this app. To switch back to the default heartbeat interval, users can either uninstall the app or reset the
heartbeat interval to the default values right from the app.

5.2.10 Recommended lock screen naotification settings

Following are the recommended lock screen notification settings on Android phones:

On Samsung Galaxy S9 Phone

Lock Screen
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1. Navigate to Settings > Lock screen.

1015 %MW@ - N2
< Lock screen

Secure lock settings

Set your secure lock functions, such as Auto lock and
Lock instantly with Power key.

Always On Display @)

Tap to show

Clock style

Set the type and colour for the clock on the Lock
screen and Always On Display.

Roaming clock
On ()

FaceWidgets

Get quick access to useful information on the Lock
screen and Always On Display.

Contact information

Show information such as your phone number or email
address on the Lock screen.

Notifications
On (>

App shortcuts

Select apps to open from the Lock screen.

Dynamic Lock screen

1l @ <

Figure 1:
2. Tap Notifications.
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3. e . " @)
Tap the Notifications button (upper-right) to turn On .

10015 d X 98 - N{

< Notifications

Control how notifications are shown on the
Lock screen.

View style
Icons only

Hide content

Hide notification content in the notification @
panel.
Show on Always On Display ( @
1" @) <
Figure 2:

4. Tap View style and select one of the following options:

* Detailed (recommended)
* lcons only (not recommended)
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e Note:

Make sure you have setup a Screen Lock on your phone to display the View style setting.

5.
Tap the Show on Always On Display button to turn On & s,
Always on Display

1. Navigate to Settings > Lock screen.
2. Tap Always On Display.
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3 | «©
Tap the Always On Display button to turn On .

1016 d X 98 -- N2

< Always On Display

Show a clock and notifications when your
phone isn't in use.

Display mode
Tap to show

Screen orientation
Portrait

Show music information

Show details of the music when the @
FaceWidgets music controller is in use.

Auto brightness @
About Always On Display
1] @ <

Figure 3:

On Xiaomi Mobile Phones

Lock Screen

1. Navigate to Settings > Apps > Manage Apps > MiCollab.
2. Tap Notifications.
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3 Tap the Show notifications button to turn On (;

4 < Alerts < Background services
Show notifications a Shene nolifications [ @) Shene notifications [ @)
Show apg icon badges a Importance Importance
Flaating natifications Sound Sound
Lack soraen notifications Wibration Vibration

LED light LED light
Allowe sctend [ @]

On the Lock screen On the Lock screen
Allows vibealion [ @]
Allows using LED bght
Aers
Background services

Figure 4:

4. Tap Alerts and turn On the Show notifications button.
5. Tap Background services and turn On the Show notifications button.

Wake Lock Screen

1. Navigate to Settings > Lock screen & password.
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2. 1-.
From the Lock Screen menu, tap the Wake lock screen for notifications button to turn On (-*.

< Lock screen & password

SCREEN LOCK

Set screen lock
Password has been turned on

Privacy protection password
Password has been turned off

LOCK SCREEN

Lock screen shortcuts
Set shortcuts for 2 apps on the Lock screen

Sleep

After After 30 seconds of inactivity
Wake lock screen for notifications |

Wake with Volume buttons
Pressing Volume buttons wakes the device

Launch Camera
Press Volume down twice to launch Camera

Advanced settings

Figure 5:

5.3 MiCollab Notification on MiCollab Client

The MiCollab 9.0 Android client displays a notification for the following scenarios, which is similar to the
notifications shown by the earlier MiCollab Android clients. The notification indicates to user that MiCollab
Client is running.
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5.3.1 The user is logged-out of the app or when the login
fails
When the MiCollab Android client is launched, the application assumes that the push notification feature
is not available on the server, until the user is logged in successfully with MiCollab 9.0. This results in the

MiCollab Client running in compatibility mode, which is similar to the earlier version of MiCollab to display
the notification. These notifications disappear after successful login.

We should not get rid of these notifications as recommended by Google, to ensure that the app keeps
running in the background and appropriate notifications are displayed.

5.3.2 Notification will be shown during PSP calls

Notifications will appear even during a PSP call when the MiCollab app is running in the background.

5.3.3 When the softphone of Android client re-registers
with the PBX for continuous listening the incoming
call event

MiCollab notifications will display for a short time even when SIP re-registration push notification event is
being processed in the background. It is an indication which complies with the latest android version which

says that an app should indicate that it is running in the background (maximum duration is 5 minutes for
this processing).
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